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MASTER SERVICES AGREEMENT
BETWEEN
DATAMARK, INC.
AND
PENNSYLVANIA HIGHER EDUCATION ASSISTANCE AGENCY

This  Master Services Agreement (“MSA™ or *“Agreement”™) is dated as of
July 17 . 2018 (the “Effective Date”). by and between the Pennsylvania
Higher Education Assistance Agency, a public corporation and governmental instrumentality
organized under the law of the Commonwealth of Pennsylvania, having an address of 1200
North Seventh Street, Harrisburg, Pennsylvania 17102 ("PHEAA” or “Client™) and
DATAMARK, Inc. ("Contractor’™), a Texas Corporation with its principal offices located at 123
W. Mills Ave. Ste. 400, El Paso, Texas 79901, referred to individually hereinafter from time to
time as the “Party.” and collectively as the “Parties.” '

Recitals
WHEREAS, Client desires 10 contract for certain document intake processing services: and

WHEREAS, Contractor has been selected by Client through a competitive process to perform
such services;

NOW, THEREFORE. in consideration of the promises and mutual agreements contained
herein, and other good and valuable consideration the receipt and sufficiency of which are
hereby acknowledged. and intending to be legally bound, the Partics agree as follows:

1. Definitions. Capitalized terms used in this MSA or in any documents integrated into this
MSA, shall have the meanings provided below unless otherwise indicated.

“Affiliates™ shall mean all current or future entities that directly or indircetly, through one
or more intermediarics, Control {as defined herein) or are Controlled by, or are under
common Control with a Party, or that are successors (whether by change of name,
dissolution, merger, consolidation, reorganization, or otherwise) to any such entitics or
their businesses and assets.

Amendment means a change, addition. or deletion to the legal terms and conditions of
the MSA. whether associated with one or multipie SOWs. that requires a full execution
and review for form and legality, including review by the Commonwealth of
Pennsylvania Office of Attorney General.

“Busincss Day™ shall mean Monday through Friday. excluding PHEAA's non-working
holidays. As of the Effective Date of this MSA. PHEAA’s non-working holidays are
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New Year's Day. Memorial Day. July Fourth. Labor Day, Thanksgiving and the Friday
after Thanksgiving, and Christmas Day.

Change Order means a change that implicates requirements but does not implicate legal
terms and conditions, and which may be approved by a single authorized signatory for
each Party and the PHEAA Legal Counsel.

“Confidential Information™ means all confidential information as defined in the Master
Mutual Non-Disclosure Agreement between Contractor and PHEAA dated September 8.
2016 ("MMNDA"™ - ME16C5-072). attached hereto as Appendix 1.

“Contractor” means DATAMARK, [nc. and. unless otherwisc the context otherwise
clearly precludes it or it is explicitly indicated otherwise herein, all persons or entities
working for, with, or on behalf of DATAMARK, Inc., in pursuit of the fulfillment of the
Agreement, including DATAMARK, Inc.’s employces and agents, subcontractors,
directors and officers.

“Deliverables™ shall mean any of the work product, data. fields. designs, concepts.
suggestions, drawings, plans. programs, ideas. inventions, information, know how,
methodology, research, strategies. compilations. instructional materials, samples, reports.
and any other malerials created by or for Contractor under this MSA for delivery to the
Client, including unfinished Deliverables.

“Early Termination Date™ means the effective date of any termination that precedes the
termination date sct forth in this MSA or applicable Statement of Work.

“Effective Date™ shall mean. as to the MSA. the date this MSA is approved as to form
and legality by the Commonwealth of Pennsylvania Officc of Attorney General, or the
date indicated in the MSA, whichever is later. As to any SOW, the Effcctive Date is the
date the SOW is signed by all of the appropriate Party representatives, or the date
indicated in the SOW, whichever is later.

“Inventions™ shall mean and include all procedures, systems. machines, methods,
processes. uses, apparatuses, compositions of matter. designs. configurations, computer
programs, copyrightable material, notes, records, drawings, trade and service marks, trade
dress and trade secrets of any Kind. discovered. conceived, reduced to practice,
developed, created, made. or produced, and any improvements to them. and shall not be
limited to the meaning of the term “invention™ under the United States patent laws,

“Out-Of-Pocket Expenses™ shall mean, but is not limited to, pre-approved, reasonable
and verifiable coach class travel, hotel accommodations. meal expenses and other related
expenses. which CONTRACTOR incurs that are directly related to this MSA and its
SOWs.

“Performance Matrix” shall mean the matrix contained in each Statement of Work
wherein the measurements for performance of Contractor pursuant to the applicable
Statement of Work are specified.
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“Service Level Credits™ shall mean funds returned 10 PHEAA., either by direct payment
from Contractor or through offset from future invoices, in circumstances where the
Contractor defaults in meeting service standards as agreed upon in a SOW.

“Services” shall mean the processing and data entry services, and any other services

agreed upon by the Parties or as necessary, to complete the work under a Statement of
Work.

“Source Materials™ shall mean materials from consumers delivered or directed via
common courier or some other mutually agreed upon method to Contractor by Client
hereunder in connection with the Services to be performed under a Statement of Work.

“Statement of Work™ or “SOW?” shall mean a writing specifying necessary information,
as set forth below in Scction 8 of this MSA, related to the provision of Services.
Deliverables, and Materials to Client by Contractor.

Term. This MSA shall commence on the Effective Date and shall continue until
terminated as hereinafter set forth in Section 36. Each Statement of Work that may be
entered into by the Parties under this MSA shal! commence on or after the Effective Date

and shall continue as therein specified until expiration, unless earlier terminated as sct
forth herein.

Exhibits. The following documents are attached to. and are hereby made a part of| this
MSA. and the Parties agree to comply with them:

(a) Exhibit #1: MMNDA

(b) Exhibit #2: PHEAA Special Terms

(¢) Exhibit #3: PHEAA General Terms

(d} Exhibit #4: PHEAA Vendor Travel and Expense Policy
(e} Exhibit #5; PHEAA Non-Discrimination Policy

(f) Exhibit #6: Statement of Work Template

Order of Precedence. In the case of a conflict between any SOW and the instant MSA
signature document, including its Exhibits 1-5, the instant MSA signature document,
including its Exhibits [-5, shall take precedence. In the case of a conflict among and
between the instant MSA signature document and its Exhibits 1-5, the following order of
precedence shall apply:

(a) The MMNDA

(b) The PHEAA Special Terms

(¢} The PHEAA General Terms

{d) The instant MSA signature document

(e) The PHEAA Non-Discrimination Policy

(f) The PHEAA Vendor Travel and Expense Policy
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[ndependent Contracter. it is understood and agreed that Contractor will provide the
Services under this MSA as an independent Contractor and that during the performance of
Services under this MSA, Contractor’s employees will not be considered employees,
pariners and/or representatives of Client for any purpose whatsoever.  Accordingly,
Contractor shall bear sole responsibility for any compensation, liability, health or
disability insurance, retirement benefits, or other welfare or pension benefits, if any, to
which Contractor or its employecs may be entitled.  Further, nothing herein shall be
construed to entitle either Party to be a representative, agent, pariner or joint venture of the
other.

Non-Exclusivity. The Client reserves the right to purchase Services and Deliverables
within the scope of this MSA through other vendors whenever the Client deems it to be in
its best interest.

Cooperation _with_Other Contractors. The Client may undertake or award other
contracts for additional or related work, and the Contractor shall fully cooperate with
other Contractors and Client employees, and coordinate its Services and/or its provision
of Deliverables with such additional work as may be required. The Contractor shall not
commit or permit any act that will interfere with the performance of work by any other
Contractor or by Client employees.

Statements of Work. Contractor shall perform the Services for the benefit of Client as
outlined in one or more SOWs which will be attached hereto. incorporated herein, and
governed by the terms and conditions detailed in this MSA. The Parties shall mutually
agree on the content of each SOW., SOWs shail be signed by at least one signatory
authorized to bind each Party.

The Partics may agree on additional Statements of Work from time to time. The SOW
form shall be substantially similar to that attached hereto as Exhibit #6. Statement of
Work Template. Each SOW should spell out, as applicable: (a) the begin date for the
Services to be provided pursuant to that SOW; (b) a description of the Services to be
performed; (c) a description of the Deliverables to be created; (d) the Performance
Matrix; (e) the delivery date desired for any Deliverables. or any other durational
requirements: (f) reporting obligations: (g) the fees to be paid by Client to Contractor for
the Services, and at what interval; (h) Contractor’s costs and expenses, if any. to be
deemed reimbursable by Client: and (i) any other requirememts for the Services or
information deemed neccssary by the Parties.

ELECTRONIC SIGNATURES

a. The MSA, SOWs. and the Purchase Orders to which they may be attached, and
other notices as contemplated hercin, may be electronically signed by PHEAA or
the Contractor.
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1. MSA and SOWs. An electronically affixed signature on a counterpart

signature sheet indicates that the signatures of all the individuals required

1o bind PHEAA or the Contractor, as the case may be, to the terms of the
MSA or SOW have been obtatned.

ii. Purchase Orders. The electronically-printed name of the Purchasing
Agent on the Purchase Order indicates that all approvals required by
PHEAA contracting procedures have been obtained.

b. PHEAA and the Contractor specifically agree as follows:

i. Validity; admissibility. The Parties agree that no handwritten signature
shall be required in order to make the MSA, SOW, or Purchase Order
legally binding, notwithstanding contrary requirements in any law or
regulation. The Parties hercby agree not to contest the validity or
enforceability of the MSA, SOW, or Purchase Order executed
electronically, or acknowledgement issued electronically. under the
provisions of a statute of frauds or any other applicable law relating to
whether certain agreements be in writing and signed by the party bound
thereby. Any genuine MSA, SOW, Purchase Order, or acknowledgement
excecuted or issued electronically, if introduced as evidence on paper in
any judicial. arbitration, mediation, or administrative proceedings, will be
admissible as between the Parties to the same extent and under the same
conditions as other business records originated and maintained in
documentary form. Neither Party shall contest the admissibility of copics
of a genuine MSA, SOW, Purchase Order, or acknowledgements under
either the business records exception to the hearsay rule or the best
evidence rule on the basis that the MSA., SOW, Purchase Order, or
acknowledgement were not in writing or signed by the Parties.

. Verification. Each Party will immediately take steps to verify any
document that appears to be obviously garbled in transmission or
improperly formatied o include re-transmission of any such document if
necessary.

10. Acceptance of Deliverables. Each deliverable will be reviewed and accepted in
accordance with the following procedure:

a) Deliverables will be provided via the approved method and in a secure format
approved by PHEAA's Enterprise Security Oftice. During the initial testing, the
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PHEAA project-level executive sponsor will have three (3) Business Days to
review the work and Deliverables and approve or disapprove of the method and
format for the Deliverables.

b) If the PHEAA project-level executive sponsor approves the method and format
for the Deliverables, he/she will submit a request for approval to the PHEAA
program-level executive sponsor and ask for permission to proceed. If the
PHEAA project-level executive sponsor disapproves of the Dcliverables®
substance, method, or format, Contractor will meet or otherwise communicate
with him/her to review the additional work and/or updated Deliverables needed to
rectify the issue.

¢) Contractor will organize the project-level approval of Deliverables (documented
via e-mail) and any appropriate documentation, and provide them to the PHEAA
program-level executive sponsor for approval. The PHEAA program-level
executive sponsor may request additional work and/or reasonable changes to the
Deliverables as conditions to approval and permission to proceed with the SOW,
If the PHEAA program-level executive sponsor requests additional work or
changes to Deliverables, Contractor will work jointly with PHEAA to determine
specific actions to be completed, prepare an updated project plan (if applicable)
and financial impact to accomplish additional tasks and planned updates to the
associated Deliverables as reasonable. Any material change or additional work
requested will initiate the Change Order procedure.

d) The PHEAA program-level executive sponsor will provide ongoing review (and
monitoring) of the progress of all Services provided as set forth in applicable
SOWs. The PHEAA program-leve! executive sponsor can utilize up to two (2)
additional Business Days from the completed submission of materials by
Contractor to provide the final program-level approval of the Deliverable
substance, mcthod or format or request specific remediation actions for the
Deliverable. PHEAA program-level approvals will be documented (in PDF or
other file format mutually agreed upon by the Parties) and tracked by applicable
Contractor personnel and the program-level executive sponsor. If Contractor
reccives no response from PHEAA within the agreed upon time period,
Contractor will escalate the issue to the PHEAA Project Steering Committee.

€) For SOWs that require software operability and integration at the end of one or
multiple SOWs. PHEAA"s acceptance of a Deliverable or interim Deliverable
shall be final unless at the time of final Acceptance, the Deliverable does not meet
the functiona! specitications, requirements, or representations of the SOW(s), or
the representations and warranties in the MSA and/or the SOW(s).

1) Al representations and warranties shall survive acceptance.

Any conflict arising from this Deliverable Materials Acceptance Procedure will be
addressed as specified in the Dispute Resolution Procedure set forth in Section 44,
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Performance.

CONTRACTOR  guarantees it will meel the established performance
requirements / performance criteria /quality criteria set forth in the MSA and in
each SOW. Incentives and Service Level Credits (SLCs) will be applied. as
defined in a SOW, based on the actuai performance results. Incentives and SLCs
are defined as either fixed amounts or a percentage of the total charge for the
Service or Deliverable being measured.

PHEAA’s acceptance of any financial credit incurred by the Contractor in favor
of PHEAA for a SLC shall not bar or impair PHEAA's rights and remedies in
respect of the failure or root cause as set forth elsewhere in this MSA, including
without limitation other claims for liquidated damages. injunctive relief and
termination rights; provided however, SLCs paid would be credited against any
such ¢laims for damages.

CONTRACTOR and CLIENT agree that the CONTRACTOR will track, monitor
and report performance criteria to CLIENT in agreed upon ways. on agreed upon
timelines.  to keep  CLIENT  informed of  performance progress.
CONTRACTOR s failure to meet performance or quality criteria with regards to
the Materials and/or Services being provided under the MSA or any SOW will be
communicated to the CONTRACTOR with 30 days to remedy the failure to meet
the performance criteria.  If SLA targets are not being attained. and/or at
CLIENT's request. the CONTRACTOR will provide additional management
resources to support operations. CONTRACTOR will notify the CLIENT Vendor
Manager immediately by telephone and via e-mail in accordance with the process
indicated in the SOW. This Section shall not preclude other remedics availablc to
the Client.

Changes. Lither Party may request a change in the event of actual or anticipated
change(s) to the MSA or any SOW. A change will take the form of a Change Order or an
Amendment (together referred to herein as Change Documents). A Change Order will be
the vehicle for communicating change to a requirements document (generally an SOW).,
An Amendment will be the vehicle for communicating change 10 the Agreement’s legal
terms and conditions (regardless of whether those terms and conditions are applicable to
all or 1o only sclect SOWs). Both Parties must mutually agree (o the content in a Change
Document. except as otherwise explicitly indicated herein, The need for a Change order
or an Amendment shall be, in any individual circumstance, in the discretion of PHEAA.

The following provides a detailed process to follow if a change is required.

a) The Change Document must describe the change, the rationale for the change and

the effect the change will have on the Deliverables. project schedule, charges. or
the project. All Change Documents must specify required response times and
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associated dependencies, and will be contained in a Project Change Log appendix,
detailing the cumulative history, disposition, and filenames of previous changes to
the MSA.

Both Project Managers will review the proposed change and approve it for further
investigation or reject it. Contractor will specify any charges for such
investigation. Authorization of the request must come from the PHEAA Project
Sponsor. and may require review by PHEAA’s Chief Counsel to determine if an
Amendment to the MSA may be needed 1o account for and document the change.
If the investigation is authorized by PHEAA, the Parties’ Project Managers will
sign an approval permitting the CONTRACTOR 1o invoice PHEAA for the
investigation fees.  The investigation will determine the effect that the
implementation of the change will have on price, schedule and other terms and
conditions of the MSA and/or the SOW.

Change Order: The Change Order must describe the change, the rationale for the
change and the effect the change will have on the Deliverables, project schedule,
charges, or the project. All Change Orders must specify required response times
and associated dependencies, and will be contained in a Project Change Log
appendix, detailing the cumulative history, disposition, and filenames of previous
Change Dacuments.

Amendment:  The Amendment may contain information otherwise found in a
Change Order, in addition to changes to legal terms and conditions. The
Amendment must describe the change(s) to legal terms and conditions. Unless
otherwise specifically indicated, changes brought about by an Amendment shalt
be applicable to all then-existing and all future SOWs,

Absent a Change Document signed by the Parties, Contractor shall not be bound to
perform any additional services beyond what is required in the MSA and / or the SOW.
No work may begin under a Change Document until the Change Document’s Effective
Date. The Parties agree to negotiate all change requests expeditiously and in good faith.
The Partics further agree that Contractor may at its discretion underiake and accomplish
tasks of a e minimis nature necessary to perform its obligations under any SOW at no
additional cost and without requiring the execution of a Change Order.

Contractor’s_Delivery.  Contractor shall provide the Services and deliver any

Deliverables to CLIENT pursuant to the applicable time frame and methods/format set forth in

each SOW.

14.

Personnel Matters. Subject o applicable Law. Contractor shall, or shall cause an

Aftiliate of Contractor to. offer the PHEAA employees assigned to this process on the date of the
issuance of the CLIENT-permitted notification the epportunity 1o interview to become
Contractor cmployees. The Parties understand that this is not a guarantee of employment. Afier
a date as indicated by the CLIENT. the Contractor shall issuc an appropriate notification to all
potential Contractor employees explaining the wages and benefits being offered by Contractor
which may differ from their current wages and benefits.  Contractor shall follow all appiicable
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15.  Compliance, Confidentiality, Securitv, and Delivery_and Protection of Source

Materials and/or Equipment.

a.

General. The Contractor acknowledges and understands the paramount importance
of compliance and information privacy and security to the performance of any
Services and 1o the provision of any Deliverables under this MSA or any SOW. The
Contractor must at all times observe and comply with applicable federal, state, or
local laws, ordinances, decrees and regulations, and PHEAA policies existing at the
time of or enacted subsequent to the execution of this MSA and any SOW. Further,

the Contractor shall maintain the highest standards of integrity in the performance of
this Agreement.

The provision of all resources. information. and access by Clicnt is contingent upon
Contractor’'s agents, employees, subcontractors, officers and directors who are
working on or privy to the information or materials received as a result of this MSA
or any SOW mceting requirements for access, in accordance with this MSA or any
SOW, including the but not limited to the MMNDA, PHEAA's Federal Information
Security Management Act controls, and PHEAA’s Federal Student Aid Authority to
Operate as it is interpreted by PHEAA.

The Contractor shall not disclose to others any information gained by virtue of this
MSA or any SOW. Any breach of confidentiality may result in immediate
termination of this Agreement, suspension or debarment from doing business with the
Commonwealth of Pennsylvania, and other action as appropriate and necessary. The
Contractor is responsible for any additional costs 1o PHEAA as a direct result of
termination of this Agreement for breach.

Contractor shall obtain and pay for all nccessary Federal, state and local licenses and
permits necessary to enable it to perform under this MSA and any SOW.

Access to Source Material or Equipment. Contractor shall only permit access to
the Source Materials and/or any CLIENT Equipment to those employees of
Contractor who are subject in writing to the same covenants of confidentiality and
intellectual property protection as required under this MSA and any Statement of
Work made a part hereof.

Duties for Handling. Contractor shall (a) identify all Source Materials and/or
CLIENT Equipment as the property of CLIENT, until they are confidentially
destroyed as per the related Statement of Work ; (b) safely store the Source Materials
and any CLIENT Equipment at all times when not in use in accordance with the
storage instructions in the applicable Statement of Work : and (c) deliver the Source
Materials and any CLIENT Equipment to CLIENT upon the carlier of (i) request of
CLIENT. (ii) termination of the Statement of Work for which the Source Materials
and/or CLIENT Equipment were used, or (iii) lermination of this MSA.
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d. Contractor’s Data and Fraud Protection. In addition to the safe handling duties
and confidentiality obligations described and required under this MSA. Contractor
shall undertake its commercially best cfforts to provide. and shall provide, complete
and competent security systems to protect any and all data received. created.
devcloped and/or maintained by Contractor in the performance of its duties under this
MSA. in whatever form, whether in electronic or non-electronic form or format.
Contractor’'s responsibility under this sccurity obligation shall include (without
limitation):

i.  Opcrational computer virus and firewall systems and protocols to protect
against theft or damage caused by persons. entitics or things outside
Contractor’s direct supervision and/or control;

ii.  Operational recovery systems for all network and stand-alone computer
andf/or storage systems uscd by Contractor for performance of any part of
Contractor’s services under this MSA;

iti.  Operational  building fire, security and alarm systems protecting
Contractor’s premises against theft or damage caused by accidents,
persons, entities or things outside Contractor’s direct supervision and/or
control;

iv.  Criminal history background checks, at the expense of the Contractor,
specified in the SOW on cach of Contractor’'s employees or
representatives performing any part of Contractor’s services under the
related SOW ;

v,  Written agreements or contracts with all employees. agents and
representatives of Contractor containing at least contractual covenants
against violation of any of Contractor’s duties of confidentiality and non-
disclosurc under this MSA.

vi.  Employee/Contractor systems. controls and procedures guarding against
thett, fraud and/or embezzlement,

Additional security requirements. as applicable shall be included in individual SOWs.

Where the services arc being performed on site at a PHEAA-owned or PHEAA-operated
location. certain security services may be provided by PHEAA. In such a case. the Parties’
respective security responsibilities shall be delineated in a particular SOW.  Where the owners
of the security responsibilities are not explicitly delineated in a SOW. the duties are the
responsibility of the Contractor.

16.  Right of Inspection and Accounting. CLIENT shall at any time have the right. upon
reasonable prior notice to Contractor, cither through CLIENT or CLIENT representative, (a) o
reasonably gain access to the Source Materials, {b) to reasonably monitor, question and/or
interview employees and/or representatives of Contractor performing Contractor’s Services
and/or duties under this MSA, (c) to enter upon and rcasonably inspect Contractor’s premises
where performance of Contractor’s Services and/or duties under this MSA is or has been
conducted at any time during the pendency of this MSA. and/or (d) to enter upon and reasonably
inspect Contractor’s data and fraud protection controls required under the provisions of the
torcgoing Sub-Section 12 of this MSA,  As part of. and without limitation to any such access,
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questioning and/or inspection, CLIENT may reasonably request from Contractor an accounting
of Contractor’s records and/or information directly pertaining to Contractor's performance of its
duties and obligations under this MSA

{7. Protection from Liens and Encumbrances. Care of Client Propertv. Contractor
covenants and agrees 1o keep all Source Material and CLIENT real and pcrsonal property
provided to Contractor under this MSA free of all liens, claims. encumbrances and interests of
third Partics. and Contractor shall be responsible for any and all legal costs and disbursements.
including reasonable attorney fees. as may be required by CLIENT to remove any lien or
encumbrance asserted upon any part for the Source Material and/or CLIENT Equipment. or o
otherwise recover legal title and/or possession of said Source Material or CLIENT Equipment
upon adverse order or seizure of same.

Contractor further covenants and agrees 1o comply with all CLIENT rules and policies regarding
the use of, or entry on to. the CLIENT's real and personal property. which rules and policies
shall be considered an enforceable part of this MSA and any SOW. Contractor further covenants
and agrees that it shall treat. and shall instruct its employees. subcontractors. agents. etc.. that
they shall treat, the real and personal property of the CLIENT with the care with which it / they
would treat Contractor’s own property, which shall in no case be less than reasonable care.

18.  Additional Obligations.

(a) Performance Reviews. CLIENT shall have the option, at its solc discretion, to give
notice from time to time to Contractor requesting formal review and documentation as to
the quality and timeliness of Contractor's performance under this MSA and any SOW
made a part hereof.

(b) Designated Contact Person. Each Party shall designate onc¢ person as their designee for
the purposes of communications and information exchange in relation to the performance
by the Parties of their respective obligations hereunder, and which designee shall be
identified in writing in the SOW. The Parties shall use their respective designec as the
main contact for any issues arising under the SOW. In addition, Contractor agrees that
Contractor’s designee shall be a qualified person who will be availuble during normal
working hours to answer questions from any CLIENT employee regarding any of the
Services being performed hereunder. Contractor shall return all CLIENT calls within 24
hours of their receipt (unless such 24 hour period expires on a weekend or nationally
recognized holiday, in which event the 24 hour period will be extended unti! the end of
the next Business Day). Either Party may change its designee from time to time upon
writlen notice to the other Party.

19. Pavment for Services.

a. CLIENT's Obligation to Pay. Subject to the terms and conditions of this MSA, in
consideration for Services rendered by Contractor to or on behalt of CLIENT
hereunder which are delivered and accepted per requirements and specifications
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to CLIENT, CLIENT shall pay Contractor the fees for Services rendered and
Materials delivered as specified in the applicable Statement of Work,

b. Assignment Hours and Location. In the event thal the Parties agree that the fees
for performance of Services hereunder shall be calculated on time and materials
basis. the billable Services to be provided by CONTRACTOR are anticipated to
consist of 5 person-days cach calendar week. CLIENT holidays excluded. and
shall be performed only within the Assignment Location specified in the SOW
and during the time periods within CONTRACTOR’s normal business hours.
Services in excess of 40 hours per week (“Overtime™) shall be billable only if
previously approved by the CLIENT. If under federal or state laws or reguiations
the CONTRACTOR employee is eligible for Overtime pay rates higher than the
hourly fee then, prior to the commencement of Services, CONTRACTOR must
provide CLIENT with written documentation of such eligibility.

¢. Reimbursement of Expenses. If pre-approved by CLIENT in an applicable SOW,
CLIENT will reimburse CONTRACTOR for reasonable and verifiable Qut-Of-
Pocket cxpenses in accordance with PHEAAs PHEAA's Vendor Travel and
Expense Policy which is attached hereto and made a part hercof as Exhibit 4.
Exhibit 4 may be updated for prospective application by PHEAA upon notice to
CONTRACTOR from time to time.

20. lnvoicing. Contractor shall invoice CLIENT in US Dollars in accordance with the
provisions of each Statement of Work, including an itemization of all fees. costs and expenses
duc and owing. Contractor shall invoice PHEAA as set forth in the-applicable SOW and shall
send such invoice to the following address: PHEAA, Attn: Accounts Payable, P.O. Box 2254,
1200 North 7" Street. Harrisburg. PA 17102, or otherwise as agreed upon by the Parties.

Time for Payment. All properly submitted and approved invoices shall be paid by CLIENT in
US Dollars within thirty (30) days after receipt of a correct and proper invoice. Interest for late
payments may be paid where permitted by, and computed at a rate determined by. the
Commonwealth of Pennsylvania Secretary of Revenue. Payments should not be construed by
Contractor as acceptance of equipment. goods. materials, Deliverables. or supplies. PHEAA may
withhold pavment for charges which lack supporting information or documentation. PHEAA
may withhold payment if and while Contractor is in material breach of the Agreement and/or
SOW. Payment may be delayed by PHEAA if the payment amount on Contractor’s invoice is not
based upon the price(s) stated in the applicable SOW. Invoices shall contain, at minimum, the
Agreement Number ME 17-076. item number. description of the Deliverables, applicable sizes.
quantities. and unit pricing, dates and extended totals. If applicable, any applicable shipping
costs shall be stated separately in the SOW.

21.  Right to Accounting. Contractor shall keep complete and accurate records of the
performance of Services hereunder and the associated fees. costs and expenses charged to
CLIENT hereunder. During the term of this MSA, and for three ycars after termination
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of this MSA or any SOW, upon reasonable notice and no more often than once each
calendar quarter, Contractor shall permit CLIENT, its Clients. or thcir respective
represcntatives, at CLIENT's expense. to examine such records for the purposes of and to
the extent necessary to verify any accounting and amounts due under this MSA and to
verify Contractor’s business processes in performing the Services. Adjustment shall be
made by the proper Party to compensate for any errors or omissions disclosed by such
audit. All adjustments must be made within 30 days of discovery.
Minimum Wage Increase. Should there be an increase in the minimum wage rate in any
of Contractor’s processing locations. or should the nature of the work being performed by
Contractor in accordance with the terms of this Agreement change due to CLIENT
requirements, (i.e. a change in the work schedule. a change in the processing rules. a
change in the processing workweek. ete.) Contractor shall have the right to initiate a
Change Order per Section 12 — Changes.

Taxes.  Contractor acknowledges that PHEAA is an instrumentality of the

Commonwealth of Pennsylvania and is exempt from local and state and tocal sales and use tax.
PHEAA's tax identification number is 23-1693362.

23,

Warranties and Representations

(a) Mutual Representations and Warranties. Each of the Parties represents,
warrants and covenants to the other that;

i. It is a legal entity duly organized, validly existing and in good
standing under the taws of the state or country of its incorporation
or formation and has the legal power Lo own or lease its asscts and
properties and to carry on its business as now being and heretofore
conducted;

ii.  The execution, detivery and performance of this Agreement has
been duly authorized; and

iii.  This Agrecement is the legal. valid and binding obligation of such
Party, enforceable in accordance with its terms.

(b} Contractor's _Additional Representations and Warrantics.  Contractor
further represents and warrants to CLIENT that:

i.  Quality of Scrvices. Contractor’s Services to be provided
hercunder shall (i) be performed by careful, efficient. and qualified
workers, and in a professional and workmanlike manner, (i)
strictly conform to the applicable requirements and specifications
in the MSA and each SOW and to the standards, and using the best
practices, applicable in the field, and (iii) be performed in
accordance with alt applicable laws and regulations;

it.  Quality of Deliverables, Processes, and Services.  Contractor’s
Deliverables, processes, and Scrvice results shatl (i) strictly
conform 1o the requirements and specifications of the MSA and
each SOW, including the applicable Performance Matrix; (ii} be
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free from defects in design, materials and workmanship (except to
the extent that CLIENT specifies the design in the applicable SOW
). (iti) be delivered free and clear of any lien or encumbrance, (iv)
not violate any law. statute. ordinance. regulation or privacy rights
of any third party, and (v} not contain any time bombs or other
computer programming routines. viruses, Trojan horses, or worms
that damage. detrimentally interfere with, surreptitiously intercept.
or appropriate any system. data or personal information of
CLIENT or of any of its Clients, or that are intended to do so; (d)
Contractor shall only use the Source Materials for performance of
the Services as indicated in the Agreement. including the
applicable SOW. and shall comply with all restrictions on use set
forth in the Agreement, including the applicable SOW ; and (e)
neither the Services nor the Deliverables, nor their use as
contemplated herein  shall infringe the patents, copyrights.
trademarks, trade secrets or other intellectual property rights of any
third party.

The Contractor hereby represents and warrants 1o CLIENT that the
Contractor has the capability, expertise and means required to
provide the Services and Deliverables

The Contractor hereby represents and warrants to CLIENT that the

Contractor will not cause, directly or indirectly, a disruption of
CLIENT’S operations.

Contractor warrants that it will correct any material deficiencies in
any Deliverable(s} or delivered Services during the period of days
following actual or deemed Acceptance as agreed-upon in any
individual SOW. [f no period is agreed upon in a SOW, the period
shall default to 120 days. This warranty shall be available in cases
in which the CLIENT notifies Contracter in writing of such
deficiency and specifics in reasonable detail the nature of the
deficiency or its material effect, and provided further that
Contractor shall be afforded a commercially reasonable period of
time to correct such deficiency.

Time of Essence. CONTRACTOR understands and agrees that time is of the essence in
meeting the requirements and performing the Services set forth herein and will provide
CLIENT with periodic updates.

Notice of Adverse Claims and/or Events. Contractor covenants and agrees (o
immediately notify CLIENT upon the occurrence of any claim, action. summons, lawsuit,
order. subpocna. writ, warrant, injunction, stay, proceeding. event. relief. data breach,
accident, disaster or calamity of any kind that (i) causes, threatens and/or more likely than
not has the potential to cause Contractor to become insolvent, (it) represents an
accusation or finding of criminal activity attributed in any part 1o Contractor. its owners,
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directors or officers, and/or (iii) materially impacts Contractor’s ability to satisfy and
perform its affirmative obligations. representations and warranties as set forth under this
MSA, or (iv) must be reporied in accordance with law or policy, as determined by the
CLIENT, in order for CLIENT to remain compliant with its own statutory, regulatory.
contractual and policy requirements. Contractor shall also immediately notify CLIENT
upon any aforementioned occurrence where the occurrence represents an accusation or
finding of criminal activity or of a civil wrong attributed in any part to CLIENT, so that
CLIENT may object to the occurrence as necessary and appropriate.

Reports and Accounting

a. Onsite Audits
CLIENT may conduct audits to determine that CONTRACTOR procedures for

confidentiality arc in place and functioning properly and will include. but not be limited
. such procedures as:

i.  Employee rutes of conduct
ii.  CONTRACTOR work flow procedures
iti.  Secured access to facilities

iv.  Employcc confidentiality agreements
v.  Employee background research
vi.  Computer/image security
vii.  Compliance with on-site destruction of documents

Where Contractor is located at a CLIENT-owned or CLIENT-controlled facility, the
CLIENT’s and CONTRACTOR’s respective responsibilities will be memorialized in the
SOW and accounted for in the audit. Where the duties are not specified in a SOW. the
duties arc the responsibility of the Contractor. CLIENT will have access to such records
for purpose of audit, either through its own representatives or through an accounting firm
selected and paid for by CLIENT. Notwithstanding the intended breadth of CLIENT s
audit rights, CLIENT shall not be given access to (i) the proprietary information of other
CONTRACTOR customers or contracts, or (1) CONTRACTOR locations that are not
related 10 Services CONTRACTOR performs for CLIENT. CONTRACTOR shall be
required to cooperate with or grant access to any direct competitor of CONTRACTOR in
the data entry services indusiry where that competitor has signed a non-disclosure
agreement with the CLIENT and is working on behalf of the CLIEENT.

[n performing audits. CLIENT shall use commercially reasonable efforts to avoid
unnecessary disruption of CONTRACTOR s operations and unnecessary interference
with CONTRACTOR’s ability 1o perform the Scrvices in accordance with the
performance criteria and accuracy levels.

On-site audits conducted by CLIENT will comply with all applicable Federal. State and
Local regulatory constraints.  The expectation is that CLIENT will focus on
CONTRACTOR employees. facilities. records, practices, and procedures, and their
compliance, accuracy, and effectiveness.

Page 15 of 35

Wi



26.

27.

28.

ME17-076

Annual Due Diligence
CLIENT will request, and CONTRACTOR will provide no more than annually, certain
documents which evidence the viability of the CONTRACTOR and evidence of
operational and security controls. Documents will include, but may not be limited to:
i. T Security Assessment (including relevant documentation)
. Compliance Assessment
ii.  Financial Assessment
iv.  Business Continuity Process (BCP) Assessment (including relevant test results)
v.  Certificate of insurance
vi.  Review of Compliance Training
vii.  SSAEL8 report (if applicable and at CLIENT expense)
viit.  Due Diligence Information on any relevant Subcontractors
Document Storage, Retrieval and Destruction
At CLIENT’s option, the CONTRACTOR shall store paper documents for a period of
thirty (30) days.  After completion of the storage period, the CONTRACTOR shall
perform on-site confidential shredding of the paper documents with acceptable security
as defined by CLIENT. Additional requirements. as applicable. shall be listed in a SOW.
Business Continuity

In the event the CONTRACTOR is unable to perform processing services as set forth in
this agreement for any reason. including physical damage to equipment and/or
facilities, equipment malfunction, telecommunications links and devices or software
failure. the CONTRACTOR shall restore production capability within forty-eight (48)
hours of the point of failure. All images and programs shall be restored to the version
in placc at the point of failure. To ensurc capability. the CONTRACTOR will
implement the following procedures and systems:

+ Maintain capability of performing all facets of CLIENT work at a minimum of
two (2) locations. During declared event, may be impacted with agreement of
both CLIENT and CONTRACTOR.

e Maintain Disaster Recovery procedures to transport the mail to the back-up
location in the event of a disaster.

» Ensure that a process is in place to deploy all software application updates to both
the primary location and the backup location.

* Maintain computer and imaging hardware redundancy in the form of file servers.
scanners, and workstations for routine computer malfunctions.

» Test Disaster Recovery Plan at least annually and provide written notification to
CLIENT of test plan and results.
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Where the services are being performed on sitc at a PHEAA-owned or PHEAA-
operated location. certain business continuity services may be provided by PHEAA. In
such a case. the Parties’ respective business continuity duties shall be memorialized in a
particular SOW.  Where the duties are not specified in a SOW, the duties are the
responsibility of the Contractor.

a. Severity I, 11, and 111 Definitions, Response Times, and Resolution Times

i. Severity Level I: Defined as something that does not, and has no
potential to. impact CLIENT productivity (examples include. but are not
limited to. downtime, for other than standard scheduled maintenance, for
reporting websites). In the instance that CONTRACTOR experiences
system issues (e.g. hardware failure, downtime, loss of connectivity
originating inside CONTRACTOR s network. blackouts) that impact the
ability to fulfill the requirements set forth in this Agreement. CLIENT s
Vendor Management Team Contact or designee will be notificd by a
CONTRACTOR Manager within three (3) hours of CONTRACTOR’s
identification of the occurrence. In the case that the problem persists for
greater than five (5) hours, the CONTRACTOR s Senior Management
team (SMT) and CLIENT's Vendor Management Contact or designee will
be notified. Severity I Resolution time: Not to exceed 12 hours

ii. Severity Level II: Defined as something that negatively impacts. or has
the potential to negatively impact, CLIENT productivity (examples
include but are not limited to, downtime other than for standard scheduled
maintenance, for applications and applications related websites).
CONTRACTOR will respond to a Severity Level Il problem within 30
minutes following notification by CLIENT or CONTRACTOR
notification to CLIENT should CONTRACTOR recognize the problem
first. CLIENT or CONTRACTOR, whichever is applicable, must identify
at the time of the call that the problem is Severity Level 1l Severity I
Resolution time: Not to exceed 24 hours

iii. Severity Level [11: Defined as a sustained outage that necessitates the
movement of mail and/or data entry processing from a primary production
facility to a secondary location or hot site. Severity [1[ Resolution time:
Not to exceed 48 hours

b. At CLIENT’s request, CONTRACTOR may be required to participate in CLIENT s
annual BCP Testing. CLIENT is responsible for notifying CONTRACTOR of when
testing will occur, the scope of the test, and any other pertinent details for planning
purposes,

Project Management
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After the Effective Date. the Parties’ Project Managers will finalize the Project Plan. The
mutually-agreed upon final version of the Project Plan shall. and hereby does, become an

enforceable part of this MSA, subject to change by further muiual agreement of the Project
Managers.

All project management tasks will be tracked and updated, as needed. The CONTRACTOR and
CLIENT project teams will meet collectively, as needed. for project planning meetings. The
CONTRACTOR will be fully responsible for maintaining the proper system documentation for
their programming applications to support CLIENT producits.

The Parties will mutually agree upon formal templates o use for standard project management
planning (i.c.; Subsidiary Documents), to include but not limited to: Risk/Issue Management,
Communication Plan, Change Management. Financial Management, Status Reporting, ete.  The
Parties will also agree upon standardized mectings, and storage of documents. minutes. etc.
Subsidiary Documents. upon mutual approval in writing by both Parties’ Project Managers,
become and enforceable pan of this MSA, subject to change by further mutual agreement of the
Project Managers.

Notwithstanding the foregoing, to the extent that the Project Plan and its Subsidiary Documents
conflict with this MSA or the applicable SOW, this MSA and the SOW shall control.

30. OQwnership, Development and Protection of Intellectual Property.

Contractor agrees to disclose in writing promptly to PHEAA any and all Inventions, whether or
not patentable and whether or not reduced to practice, conceived. or developed by Contractor
during his or her engagement with PHEAA. either alone or jointly with others, that relate to or
result from the actual or anticipated business. work, research, investigations, products, or
Services of this MSA or any SOW, or that result to any extent from use of PHEAA s premises or
property. Contractor specifically acknowledges that Contractor was selected by PHEAA in pant
to invent any Inventions described in this Section.

Contractor acknowledges and agrees that PHEAA is the sole owner of any and all property rights
in all Inventions referred to in this Section including. but not limited to, the right to use, seli,
license. or otherwise transfer or exploit the Inventions and the right to make such changes in
them and the uses thereof as PHEAA may from time to ime determine,

Contractor shall grant and hereby grants and assigns to PHEAA, without further consideration,
Contractor’s entire right, title, and interest (throughout the United States and in all foreign
countries), free and clear of all liens and encumbrances. in and to all Inventions referred to in this
Section, which shall be and hereby are the sole property of PHEAA. whether or net patentable,
to the fullest extent possible by law.

Without limiting the generality of the foregoing. Contractor hereby assigns and transfers in favor
of PHEAA or its nominee Contractor’s interest in any of the Inventions, writings, or other works
covered by this Agreement. Contractor shall execute all papers, render all assistance, and
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perform all lawful acts that PHEAA considers nccessary or advisable for (a) the preparation,
filing, prosecution. issuance, procurement. maintenance, or enforcement of patents, trademarks,
copyrights. and other protections, and any applications for any of the foregoing, in the United
States or in any foreign country for any such Inventions, writings, or other works and (b) the
transfer of any interest Contractor may have therein. Contractor hereby appoints each of the
current and future officers of PHEAA as Contractor’s attomey-in-fact during such time as each is
an officer to PHEAA to exccute necessary documents on behalf of Contractor for this purpose.

Contractor hereby acknowledges and agrees that all writings and other works that may be
copyrighted (including computer programs) and that are related o the present. planned, or
reasonably anticipated business of PHEAA and are prepared by Contractor during his or her
engagement with PHEAA shall be, to the extent permitted by law, deemed 1o be works for hire,
with the copyright automatically vesting in PHEAA. To the extent that such writings and works
arc not works for hire, Contractor hereby waives any and all “moral rights™ in such writings and
works and agrees to assign, and hereby does assign, to PHEAA all of Contractor’s right. title,
and interest. including copyright. in such writings and works.

Contractor further agrees (o reasonably cooperate with PHEAA, both during and after
engagement, in obtaining and enforcing patents, copyrights, trademarks, and other protections of
PHEAA’s rights in and to all such Inventions, writings. and other works. Contractor shall
execute any and all papers and documents required to vest title in PHEAA or its nominee in any
such Inventions, writings. other works, patents, trademarks, copyrights, applications, and
interests.

As used in this Agrecment. “Background Technology”™ means anything provided by Contractor
to PHEAA in connection with any work done by Contractor for PHEAA that is distinct from (1)
an Invention gencrated by. created. performed or developed by Contractor in connection with
work done by Contractor for and with PHEAA (as defined in this Section). or (2) any previous
invention. Contractor hereby grants to PHEAA a nonexclusive, royalty-frec. irrevocable.
perpetual. worldwide, transferable license to make. have made. use, offer to sell, sell, import.
copy, modify. create derivative works based on, distribute, sublicense (through multiple tiers),
display, perform. and transmit the Background Technology. to the extent necessary to enable
PHEAA to exercise all of the rights assigned to PHEAA under this Agreement. All Background
Technology shall be and remain the property of Contractor, unless otherwise agreed to herein, or
in writing, by Contractor. This Section shall survive any termination or expiration of this
Agreement.

31. PATENT, COPYRIGHT AND TRADEMARK INDEMNIFICATION.

CONTRACTOR hereby represents and warrants that it has all the right, title and interest in the
Services and any materials produced by CONTRACTOR and/or any CONTRACTOR
employeces. CONTRACTOR represents and warrants that the Scrvices performed and/or
materials produced by CONTRACTOR will not violate anyv publicity or privacy right, patent.
copyright. trade secret or other proprietary or intelleciual property right or confidential
relationship of any third party.
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CONTRACTOR shall at its own expense indemnify, defend, settle and hold harmless CLIENT
and its officers, agents, employees, customers and all persons claiming under CLIENT from and
against any and all claims, actions, injunctions. damages. losses, liabilities. costs and expenses
{(including legal fees, costs and expenses) arising in any way out of any claim, suit, proceeding or
allegation that the Services andfor materials produced by CONTRACTOR infringe upon or
violate patents, copyrights, trade secrets or other proprietary or intcllcctual property rights of a
third party, whether or not such claim. suit, proceeding or allegation is successful. CLIENT
agrees lo send CONTRACTOR written notice of any claim. suit, proceeding or allegation
relating to such infringement promptly after CLIENT receives written notice of the same.
Following such notice of a claim or of a threatened or actual suit, CONTRACTOR shall, upon
written notice to CLIENT, at CLIENT's election and CONTRACTOR's expense (a) procure for
CLIENT the right to continue using such Services and/or materials or (b} replace or modify same
so that it becomes non-infringing. If neither option is available to6 CONTRACTOR through the
use of commercially reasonable efforts CLIENT will cease to use Services, and will return such
materials to CONTRACTOR. and CLIENT will receive a refund of the fees paid to
CONTRACTOR under the Agreement to reflect the fact that CLIENT no longer has the use of
such Services or materials. In advance of the date such a cessation is likely 1o occur, the
CONTRACTOR and CLIENT shall consult to determine how the work under this MSA and any
SOW may continue with minimal disruption. Where the work under this MSA or any SOW
cannot continue in accordance with requirements. the cessation shall be considered an incident of
default under this Agreement.

There shall be no limitation of Liability for CONTRACTOR with regard to CONTRACTORs
obligation to indemnify CLIENT as provided for and in accordance with this Section 11, Patent.
Copyright and Trademark Indemnification. This provision shall survive any termination or
expiration of this Agreement.

32, Use and Disclosure of Valuable Property and Confidential Information.

a. Valuable Assets. Each of the Parties is aware and acknowledges that the other Party
to this MSA has accumulated proprietary and/or trade secret information (not
generally known to others), about the industry and market for the Parties’ respective
businesses that is of unique value in the conduct and growth of said Party’s business
and may not be uscd outside of this Agreement or with other parties.

h. Access 10 Confidential Information. ‘The Partics agree the treatment of Confidential
[nformation shall be pursuant to this MSA, including the MMNDA.

¢. The Parties” obligations under this Section shall extend to the non-publicizing of any
dispute arising out of this MSA, unless otherwise required by a court of competent
jurisdiction.

33. Location, Status, and Disposition of Materials and Data

a. All materials and data. including all Confidential Information. must be stored
within the United States.
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The Contractor shall be responsible for mainiaining the privacy, sccurity and
integrity of materials, equipment, and data in the Contractor’s or its
subcontractors” possession.

All materials and data shall be provided to the CLIENT upon request. in a form
acceptable to the CLIENT and at no cost.

Any materials and data shall be destroyed by the Contractor at the CLIENT's
request.

Any materials and data shall be held for litigation or public records purposcs by
the Coniractor at the Commonwealth’s request, and in accordance with the
security, privacy and accessibility requirements of this Contract.

34. Data Breach or Loss

(a)

(b)

{c)

Contractor shall comply with all applicable information and data protection,
security. privacy and breach notification laws.

For information and data. including all Confidential Information, in the
possession, custody, and control of the Contractor or its employees, agents, and/or
subcontractors:

(i) The Contractor shall report unauthorized access. use, release, loss,
destruction or disclosure of information and data (“Incident™) to PHEAA
within two (2) hours of when the Contractor knows of or reasonably
suspects such Incident, and the Contractor must immediately take all
reasonable steps to mitigate any potential harm or further access, use,
release. loss, destruction or disclosure ot such information and data.

(i) Contractor shall provide timely notice to all individuals that may require
notice under any applicable law or regulation as a result of an Incident.
The notice must be pre-approved by PHEAA. At PHEAA’s request.
Contractor shall, at its sole expense, provide credit monitoring services at
a cost not to exceed $1,000.000 dolars annual aggregate, to ail individuals
that may be impacted by any [ncident requiring notice.

(iii}  Contractor shall be solely responsible for any costs, losses, fines, or
damages incurred by PHEAA due to Incidents.

As to data fulty or partially in the possession, custody, or control of the Contractor
and PHEAA. the Contractor shall ditigently perform all of the duties required in
this Section 31 in cooperation with PHEAA, umil the time at which a
determination of responsibilitly for the Incident. and for subsequent action
regarding the Incident. is made final.
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35. Insurance.

a. General. The Contractor shall maintain at its expense and require ils agents,
contractors and subcontractors to procure and maintain, as appropriate, and at a
minimum, the following types and amounts of insurance, issued by companies
acceptable to PHEAA and authorized to conduct such business under the laws of
the Commonwealth:

i. Workers® Compensation Insurance for all of the Contractor’s employees
and those of any subcontractor engaged in performing Services in
accordance with the Worker's Compensation Act. Act of June 2, 1915,
P.L. 736, No. 338, reenacted and amended June 21, 1939, P.L. 520. No.
281, as amended. 77 P.S.§§ 1—2708.

ii. Commercial general liability insurance providing coverage from claims
for damages for personal injury, death and property of others, including
loss of use resulting from any property damage which may arise from its
operations under this Agreement, whether such operation be by the
Contractor, by any ageni, contractor or subcontractor, or by anyone
directly or indirectly employed by either. The limits of such insurance
shall be in an amount not less than:

General Aggregate:  $2.000.000

Products/Completed Operations Aggregate: $2,000,000
Each Occurrence: $1.000.000

Personal and Advertising Injury: $1,000,000

Such policies shall be occurrence based rather than claims-made policies.
The insurance shall not conwain any endorsements or any other form
designed to limit and restrict any action by PHEAA as an additional
insured against the insurance coverages tn regard to the Services
performed for or Supplies provided to PHEAA. Products/Completed
Operations Coverage must be maintained for a period of at least three (3)
vears after final payment / completion of work (including coverage for the
Additional Insureds as set forth in these Insurance Requirements,

iti. Professional Liability/Errors and Omissions Insurance in the amount of
$3.000,000, per accident/occurrence/annual aggregate, covering the
Contractor, its employees, agents, contractors, and subcontractors in the
performance of all services.

iv. Network/Cyber Liability Insurance (including coverage for Professional
and Technology-Based Services Liability if not covered under Service
Provider’s Professional Liability/Errors and Omissions  Insurance
referenced above) in the amount of $3.000.000. per occurrence /
$3.000.000 annual aggregate. covering the Contractor, its employees.
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agents, contractors, and subcontractors in the performance of all services,
This coverage shall include coverage for third party liability arising out of
breach of privacy. inclusive of confidential and proprictary business
information. HIPAA violations and other breaches of personally
identifiable information and/or protected health information that may arise
from their work with this contract. Privacy Breach Notification and Credit
Monitoring shall also be included up to the limit of liability.

v. Comprehensive crime insurance in an amount of not less than $1,000,000
per claim. This coverage shall include but not be limited 10 coverage for

Employee Theft and the Theft. Disappearance. and Destruction Coverage
Part.

vi. Umbrella coverage in an amount of $10,000,000.

Certificate of Insurance. Prior to commencing Scrvices under the Agreement, and
annually therealter, the Contractor shall provide PHEAA with a copy of each
current certificate of insurance required by this section. These certificates shall
contain a provision that coverages afforded under the policies will not be
cancelled or changed in such a way 1o cause the coverage to fail to comply with
the requirements of this section until at least 15 days’ prior written notice has
been given o PHEAA. Such cancellation or change shall not relieve the
Contractor of its continuing obligation to maintain insurancc coverage in
accordance with this section.

Insurance coverage length. The Contractor agrees to maintain such insurance for
the life of the Agreement and any SOW.

All insurance shall be procured from insurers permitted to do business in the
Commonwealth and have an A.M. Best Rating of at least "A-. Class VIII™.

Contractor shall not have a Self-Insured Retention (SIR) on any policy greater
than $50.000, which is the responsibility of the Contractor. If Contractlor’s
policies have a Self-Insured Retention exceeding this amount, approval must be
received from PHEAA prior to starting work

PHEAA shall be added as ADDITIONAL INSURED on all lability policies
(except Workers” Compensation and Professional Liability), on a primary non-
contributory basis. Each of the Additional Insured’s respective directors, officers.
partners, members, employees, agents and representatives shall also be afforded
coverage as an Additional Insured,

Waiver of Rights of Subrogation: Contractor shall waive all rights of recovery

apainst PHEAA and all the additional insureds for toss or damage covered by any
of the insurance maintained by the Contractor.
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h. The Contractor’s insurance carriers shall agree to provide at lcast thirty (30) days

prior written notice to PHEAA in the event coverage is cancelled or non-renewed.

[n the event of cancellation or non-renewal of coverages. it is the Contractor’s

responsibility to replace coverage to comply with the Agreement requirements 50
there is no lapse of coverage for any time period.

i. The amount of insurance provided in the required insurance coverages, shall not
be construed to be a limitation of the liability on the part of the Contractor.

36. Indemnification and Hold Harmless.

a,

Duty to Defend and Hold Harmless. Contractor shall defend. indemnify and hold
harmless PHEAA, its officers, agents, directors, clients, employees and affiliated
companies {(collectively hercinafter referred to as the “PHEAA Indemnified Party™)
from and against any and all liabilitics, damages. losses, scttlements, claims,
allegations, actions. suits, penalties, fines, costs or expenses (including, without
limitation, reasonable atiorney fees and expenses) incurred by or asserted against any
PHEAA Indemnified Party. to the extent arising from or occurring as a result of a
claim or demand made by a third party against any PHEAA Indemnified Party
because of or arising out of any (a) breach of Contraclor’s representations or
warranties: (b) breach by Contractor of its confidentiality obligations; or {¢) the
performance of, including any actions or omissions of, Contractor or its employces or
agents. subcontractors. directors and officers, under this MSA or any SOW.

Notice Required. Any PHEAA Indemnified Party shall give prompt notice of any

claim for which it requires indemnification and for infringement claims shall give
sole contro! of the defense of such claim 1o Contractor, except that any PHEAA
Indemnified Party may cngage its own counsel, at its own expense, to monitor the
defense of any such matter.

Retention of Expericnced_and Competent Legal Counsel. Any and all defense
provided by Contractor under this Section shall include retention of suitable and
competent legal counsel for PHEAA having actual trial expertise specifically
involving the subject matter giving rise to Contractor’s duty to defend under this
Section.

Contractor’s Liability for Attorney Fees for Breach of Duty. Any failure by

Contractor, afier proper notice having been given, 10 immediately appear and assume
the defense of the PHEAA Indemnified Party under its duty to defend and hold
harmless assumed hereunder shall entile the PHEAA Indemnified Party to retain
legal counsel to appear and provide such defense. and to otherwise seek to recover
from Contractor the legal fees and expenses reasonably incurred by PHEAA after
such notice in providing its own defense.
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e. CLIENT does not have the authority to and shall not indemnify any entity. CLIENT
agrees to pay for any loss. liability or expense. which arises out of or relates (o the
CLIENT's acts or omissions with respect to its obligations hereunder, where a final
determination of liability on the part of the CLIENT is established by a court of
competent jurisdiction or where settlement has been agreed to by the CLIENT. This
provision shall not be construed to limit the CLIENT s rights. claims or defenscs that
arise as a matier of law or pursuant o any other provision of this MSA or any SOW,
and may not be construed as a waiver of the CLIENT's or the Commonwealith of
Pennsylvanta’s sovereign immunity.

f.  Attorney General’s Discretion. Nothing hercin is intended to or does abrogate the
ability of the Commonwealth of Pennsylvania Office of Attorney General to perform
its statutory role with respect to legal advice or representation in litigation.

37.  Limitation of Liability
General.  The Contractor’s liability to PHEAA under this Contract shall be
limited to the greater of $5,000,000 or the value of all active SOWs under this
MSA (including any changes), whichever is greater. This limitation will apply,
except as otherwise stated in this Seetion 37, regardless of the form of action,
whether in contract or in tort, including negligence. This limitation does not,
however, apply to any damages:

(i for bodily injury;
(i1) for death;
(ii1) for intentional injury;

(iv)  for damage to real property or tangible personal property for which the
Contractor is legally liable;

(v) under Scction 31, Patent, Copyright, Trademark and Trade Secret
Protection;

(vi)  under Section 34, Data Breach or Loss: or
(vil) under the MMNDA.

The Contractor will not be liable for consequential or incidental damages, except
for consequential and incidental damages arising from damages set forth in
Section 37(a)(i}>—(vii), arising from breaches of representations and warranties,
or as otherwise specified in the MSA.

38. Liquidated Damages
By accepting this Contract. the Contractor agrees to the performance requirements
of this Contract. If a requirement or due date is not met, the lailure will interfere
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with PHEAA®s program. In the event of any such delay, it may be impractical
and extremely difficult to establish the actual damage for which the Contractor is
the material cause. PHEAA and the Contractor therefore agree that in the event
of any such failure by Contractor, the amount of damage shall be the amount
specifically set forth in any SOW, or as otherwise indicated in this MSA, and that
such amount shall be a liquidated damage. The Parties agree that the Contractor
shall pay such amounts as liquidated damages, not as a penalty. Liquidated
damages do not preclude the collection of other kinds of damages. but will be
credited against those other damages collected for the same failure which exceed
the liquidated damages amount.

39. Termination.

a. This MSA (and all Statements of Work) may be terminated upon the occurrence of
any of the events, and in 2 manner indicated. as follows:

i. By either Party if the other party shall fail in the punctual payment of any sum
due, except a sum which is otherwise subject to a bona fide dispute, and where
the failure shall not be cured within thirty (90) business days after receipt of
notice that such payment is late, unless a longer cure period is agreed to by the
Parties:

ii. By cither Party upon written notice to the other Party upon the dissolution or
insolvency of the other Party. or petition for bankruptcy of Contractor, and/or
the appointment of a trustee or receiver in bankruptcy for Contractor; and/or in
the event of a petition for bankruptcy of Contractor, which petition is made by a
third party and is not withdrawn or dismissed within ninety (90) days after it is
made;

tii. By CLIENT (PHEAA) for Convenience: The CLIENT may terminate the MSA
or any SOW, in whole or in part, without cause by giving Contractor a
minimum 30 days® prior writien notice {Notice of Termination) whenever the
CLIENT shall determine that such termination is in the best interest of the
CLIENT. Any such termination shall be effected by delivery to the Contractor
of a Notice of Termination specitying the extent to which performance is
terminated either in whole or in part and the date on which such termination
becomes effective;

b. In the event of termination for Convenience, Contractor shall receive payment for
the following:

i. All Services performed consistent with the terms of the MSA and SOW
prior to the effective date of termination:

In the event of termination for Convenience, Contractor and CLIENT shall enter into
good faith negotiations in order to reach mutual agreement regarding Contractor’s
receipt of payment for the following costs. Failure to agree on whether and how
much payment will be made for the following costs shall be a dispute which may be
handled in accordance with Section 44 (Dispute Resolution) of this Contract:
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1. Actual and reasonable costs incurred by Contractor as a result of the
termination of the Contract to include but not be limited to employee
severance costs.

Actual and reasonable unamortized Contractor costs attributable to the
Contract and not reasonably able to be mitigated by the Contractor,
including but not limited to: unamortized assets. facility leases. facility
improvements, telecom leases and maintenance agreements,

[A)

In no event shall the Contractor be paid for any loss of anticipated profit (by the
Contractor or any subcontractor), {oss of use of money. or administrative or
overhead costs.

¢. By either Party for Default:

1. The CLIENT may, in addition to its other rights under this MSA or any
SOW, terminate this MSA or any SOW in whole or in part by providing
written notice of default to the Contractor if the Contractor materially fails
to perform any obligations under the MSA or any SOW and does not cure
such failure within 30 days or, if a cure within such period is not practical,
commence a good faith effort to cure such {ailure to perform within the
specified period or such longer period as the CLIENT may agree to in the
written notice describing such failure, and diligently and continuously
proceed to complete the cure.

Termination in whole or in part may proceed without a cure period where
the CLIENT rcasonably believes that such termination is necessary to
protect the privacy, security, or integrity of any information, or the safety
of any person, or to ensure compliance with law or prevent damage or
fraud.

In case of full or partial termination for failure 1o deliver goods/services in
accordance with the Agreement terms and conditions, PHEAA, after
reasonable oral or written notice within the cure period as possible. may
procure them from other sources and hold the Contractor responsible for
the actual and reasonable cost of producing substitute equivalent
goods/services for the terminated goods/services. This remedy shall be in
addition to any other remedies which PHEAA may have.

2. The Contractor may, in addition to its other rights under this MSA or any
SOW, and except as to failures addressed under Section 39(a)(i) and (ii),
herein, terminate this MSA or any SOW in whole or in part by providing
written notice of default to the CLIENT if the CLIENT materially fails to
perform any obligations under the MSA or any SOW and does not cure
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such failure within 60 days or. if a cure within such period is not practical.
commence a good faith effort to cure such failure o perform within the
specified period or such longer period as the Contractor may agree to in the
written notice describing such failure, and diligently and continuously
proceed Lo complete the cure. Notwithstanding any termination under this
Section (a)(iv)(2), or for any other reason, und acknowledging the
importance of the services being offered by the Contractor to numerous
stakeholders associated with the CLIENT's program. the Contractor shall
offer Termination Transition as indicated in Section 39(c). hercin. in order
to ensure an orderly transition,

d. Upon any termination of this MSA, in addition to the Parties” other rights and
remedies at law and in cquity, the Parties shall have the following rights and

abligations:

I~

All Statements of Work shall erminate as of the effective date of
termination of the MSA. unless otherwise agreed in writing by the
Parties. SOWSs which survive shall continue 10 be governed by the
terms of the MSA. Nao individual SO ermination shall relieve the
Contractor of the obligation to deliver and/or perform on other
outstanding SOWs.

Contractor shall follow all of CLIENT s rcasonable instructions as to
the transition of any Statement of Work(s) not complete as of the
cffective date of termination:

After delivery to CLIENT of all copies of CLIENT s Confidential
[Information, Contractor shall return all electronic and paper records
relating to CLIENT's Confidential Information, and shall provide
CLIENT with a written certification of return and or destruction (if
destruction is specifically approved in writing by CLIENT) signed by
an officer of Contractor; and

CLIENT shall pay Contractor for all Services performed strictly in
accordance with the requirements set forth in this MSA and relevant
SOWSs. and shall reimburse Contractor for all approved reimbursable
expenses incurred prior 1 the effective date of termination.

¢. Termination Transition. [n the casc of expiration or termination of this MSA or any

SOW for any reason prior to completion of Services or provision of all Deliverables,
CONTRACTOR will comply with CLIENT's. or CLIENTs designec’s. rcasonable
directions to affect the orderly transition and migration to CLIENT or CLIENT's
designee from CONTRACTOR of all Services and full vr partial Deliverables then
being performed or addressed by CONTRACTOR or which CONTRACTOR is then
responsible for performing under this MSA or any SOW (the “Termination
Transition™). CONTRACTOR will assist in the Termination Transition for a period
not less than 9 months if required in the discretion of the CLIENT. Any additional
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time shall be mutually agreed upon in writing by CLIENT's designee and
CONTRACTOR. CLIENT's designee and its employees and agents will cooperate in
good faith with CONTRACTOR in connection with CONTRACTOR s obligations
under this section and CLIENT's designeec will perform its obligations under any
approved transition plan developed by CLIENT. CLIENT and CONTRACTOR will
develop and submit to CLIENT s designee for approval a transition plan setting forth
the respective tasks to be accomplished by each party in connection with the orderly
transition and a schedule pursuant to which the tasks are to be completed.

OUTSOURCING. CLIENT shall have the right to designate one or more
representatives as CLIENT's agents(s) for the administration of the Services with the
prior written consent of the CONTRACTOR and the receipt of Services under this
Agreement from CONTRACTOR. Such a designation shall not adversely affect any of
CLIENT's rights under the Agreement and CONTRACTOR shall deal with the
designated outsourcer(s) in the same manner and in accordance with this Agreement as it
would have dealt with CLIENT.

CONTRACTOR PERSONNEL

a) CONTRACTOR Emplovees. If CLIENT reasonably dectermines that a
CONTRACTOR employee who has significant contact with CLIENT or is located at
a facility owned or operated by CLIENT is not performing or complying with
CLIENT rules and policy in a reasonably satisfactory manner. then CLIENT shall
give CONTRACTOR written notice 1w that effect. requesting that  the
CONTRACTOR employee be replaced and stating the reason thereof. Promptly afier
its receipt of such a request by CLIENT, CONTRACTOR shall replace that
CONTRACTOR employce as soon as reasonably practicable with a person of
suitable ability and qualifications. Nothing in this provision shall be deemed 1o give
CLIENT the right o require CONTRACTOR to terminate any CONTRACTOR
employee’s employment: rather it is intended to give CLIENT only the right to
request that CONTRACTOR discontinue using a CONTRACTOR cmployce in the
performance of the Scrvices for CLIENT.

by All CONTRACTOR CEmployees who are assigned to the CLIENT account or are
associated with it in any capacity must be in the United States.

¢) Safety and Security Requirements. CONTRACTOR agrees that its employees shall
at all times comply with the security and safety regulations in effect upon
CONTRACTOR's and CLIENT's premises and maintain security of materials
belonging to CLIENT. Lach CONTRACTOR employce shall take and abide by
PHEAA’s internal sccurity training and/or sign any PHEAA-required documents in
advance of the performance of any work.

d) Background Investigations. CONTRACTOR agrees that before deploying any
CONTRACTOR employee. 1o provide services to CLIENT. CONTRACTOR will
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conduct an investigation of such Deployed Person’s background. CONTRACTOR
agrees that this investigation will include the following:

1. To the extent permitted by applicable law, review of appropriate federal. state and
local records to determine if the Deployed Person has a criminal record. The
investigation shall inctude alt addresses where the Deployed Person resided in the
previous seven (7) years, and all employer locations where the Deployed Person
was employed. A criminal conviction report shall include the type of offense and
whether the listed offense is a felony or where not prohibited by applicable law or
regulation. misdemecanor.  Where a comprehensive statewide search initially
indicates a criminal record the details of which are not available in five (5)
business days. county scarches will be conducted. County scarches shall be
provided in all other situations where comprehensive and timely statewide
searches are not available

In addition, CONTRACTOR represents that at all times it will comply with all state
and tederat laws and regulations with respect to maintaining a drug-free workforce
and that it will disclose its drug testing procedures 1o CLIENT upon request.
Notwithstanding the above provisions, CONTRACTOR agrees that it will not deploy
any person 1o provide services 1o CLIENT whose background investigation reveals
that such person has been convicted of any criminal felony involving dishonesty or a
breach of trust or that such person has been ¢onvicted of any offense under 18 U.S.C.
Section 1033 ot the Violent Crime Control and Law Enforcement Act of 1994, which
section is captioned “Crimes by or Affecting Persons Engaged in the Business of
Insurance Whose Activitics Affect Interstate Commerce™ with the exception that if
applicable law limits access to criminal records to the preceding seven (7) years.
CONTRACTOR will not be deemed or considered to be in violation of this Section.
Such offenses include, by way of illustration and not of limitation, activities by
persons in the insurance industry who wilifully and materially overvalue any land,
property or sccurities; embezzlement or misappropriation of insurance premiums and
other funds; the making of faise entrics or statements in reports with the intent 1o
deceive another person engaged in the insurance industry; or the use of threat or force
in an attempt to corrupt or obstruct administrative proceedings relaed to the
insurance industry.

Upon successful screening of emplovee candidates, CLIENT will perform 5C
Security Clearance process on CONTRACTOR employvees.

PHEAA may make such reasonable investigations as deemed proper and necessary to
determine the ability of the Contractor to perform the work/furnish the itein(s} and the
Contractor shall furnish to PHEAA ali such information and data for this purposc as
may be requested.  PHEAA reserves the right to inspect the Contractor's physical
facilities prior 10 award to satisfy questions regarding the Contractor's capabilitics.
PHEAA further reserves the vight to reject or terminate any SOW or portion of a
SOW if the evidence submitted by. or investigations of. such Contractor fails to
satisfy PHEAA that such Contractor is properly qualified to carry out the obligations
of the Agreement and to complete the work/furnish the item{s) contemplated therein.
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SUBCONTRACTORS. CLIENT recognizes that CONTRACTOR may have the need
to utilize subcontractor(s) or supplementary provider(s). Subcontractor(s) or
supplementary provider(s) may be utilized only upon prior written approval of CLIENT,
which shall not be unreasonably withheld. The cost of anv subcontractor(s) and/or
supplementary provider(s) employed or rctained by CONTRACTOR shall be the sole
responsibility of CONTRACTOR and shall, in no instance, be in addition 1o the fees
hereunder. Upon CLIENT's request, CONTRACTOR shall provide a detailed report to
CLIENT of the Services rendered by such subcontractor(s) or supplementary provider(s)
pursuant to this Attachment. Subcontractors shall be bound by all the provisions of this
MSA and all applicable SOWs. including provisions applicable 1o CONTRACTOR
personncl in Section 41 and elsewhere herein. and shall execute all required documents
requested by CLIENT.

In the event that Contractor desires to subcontract some part of the Deliverables or
Services specified herein, Contractor shall furnish PHEAA the names, locations,
qualifications. and cxperience of their proposed subcontractor(s). as well as a certification
that such subcontractor has met applicable requirements. including OFAC requirements.
Contractor shall. however. remain fully liable and responsible for the Services performed
and Deliverables to be provided by its subcontractor(s) and shall assure compliance with
all requircments of the MSA and SOW.

NON-DISCLOSURE STATEMENT. Each CONTRACTOR or subcontractor
employee shall execute a non-disclosure statement prior to performing any work.,

Dispute Resolution.

Where possible, each Party will allow the other a reasonable opportunity to comply
before it claims that the other has not met its obligations under this MSA, including any
SOW. The Partics will attempt in good faith to resolve all disputes, disagreements. or
claims relating to this MSA_ including any SOW.

Notwithstanding the determination by the Parties to cooperate in the resolution of
disputes in the aforementioned fashion, nothing herein shall preclude either Party from
seeking and oblaining recourse in a court of competent jurisdiction at any point in the life
of the dispute or in the dispute resolution process.

Miscellaneous.

a. Entire Agreement. This MSA, including the Exhibits and SOWs. constituies the
entire agreement between the Parties with respect to the subject matter hereof and
supersedes and replaces any and all prior and contemporancous agrecments whether
written or oral between the Parties relating thereto., except to the extent necessary to
protect the confidential and proprictary information disclosed thereunder. No
modification of this MSA shall be of any force or effect unless made in writing and
signed by the Parties hereto. Neither the course of conduct between the Parties nor
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trade usage shall act to modify or alter the provisions of this MSA. There are no
conditions precedent to the performance of this Contract except as expressly set forth
herein,

The Contractor may not require the CLIENT or any user of the Services or Supplies
acquired within the scope of this Contract to sign, click through, or in any other way
agree o any terms associated with use of or interaction with those Services and/or
Supplies, unless the CLIENT has approved the terms in writing in advance under this
Contract. and the terms are consistent with this Contract.  Further, changes to terms
may be accomplished only by processes set out in this Contract: no quotations,
invoices, business forms or other documentation. or terms referred to therein. shall
become part of this Contract merely by their submission to the CLIENT or their
ordinary use in meeting the requirements of this Contract. Any terms imposed upon
the CLIENT or a user in contravention of this Section must be removed at the
direction of the CLIENT. and shall not be enforced or enforceable against the
CLIENT or the user.

Binding Agrcement. This MSA contains the sole understanding between the Partics
pertaining to these services and shall not be modified except in writing.  All
representations, understandings, promises, and agreements pertaining to the subject
matter of this Contract made prior 1o or at the time this Contract is executed are
superseded by this Contract.

Survivability. All confidentiality. non-disclosure, indemnity. hold harmless and
payment obligations, and other terms which by their nature should survive, shall
survive the termination of this MSA.

Assignability. Contractor may not assign this MSA by operation of law nor otherwise
without CLIENT"s prior written consent. which may be withheld in CLIENT's sole
discretion, excepting that both CLIENT and Contractor have the right to assign this
agreement Lo affiliates that are majority owned subsidiaries of the ultimate corporate
parent corporation of CLIENT or Contractor without prior written permission.  Any
prohibited assignment shall be null and void. Notwithstanding the foregoing. this
MSA shall be binding upon and shaill inure to the benefit of the Parties hereto and
their respective successors and assigns.

Notices. Any notice given by either of the Parties under this MSA shall be deemed
effective (a) if directed to the atlention of the other Party’s Designated Contact Person
and (b) shall be cffective immediately upon the date the noticed is either hand-delivered
or both mailed by first class postage prepaid, faxed and e-mailed o the other Party's
Designated Contact Person using the Designated Party’s name. address. (ax and c-mail
information provided herein.

If 1o Contractor: to the address first written above
Attn: President
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Ifto PHEAA: 10 the address first written above
Attn: Chief Counsel

Authorization. ‘T'he individuals executing this MSA for their respective organizations
represent that they are duly empowered to bind their respective organizations to the
terms and conditions contained herein,

Waivers. No waiver of any of the provisions hereof shall be effective uniess in
writing and signed by the Party to be charged with such waiver. No waiver shall be
deemed a continuing waiver or waiver in respect of any subscquent breach or default,
whether of a similar or different nature, unless expressly so stated in a writing signed
by the Party to be charged thereby.

Choice of Law. The validity, interpretation or performance, and all rights and
obligations of the Parties hercunder, shall be governed by, and construed in
accordance with the laws of the Commonwealth of Pennsvlvania, without regard to
its principles of conflicts of laws.

Choice of Jurisdiction and Venue. PHEAA and Contractor agree that the courts of
the Commonwealth of Pennsylvania and the federal courts of the Middle District of
Pennsylvania shall have exclusive jurisdiction over disputes under this MSA and the
resolution thereof. Any legal action relating to this MSA must be brought in Dauphin
County, Pennsylvania. and the parties agree that jurisdiction and venue in such courts
is appropriate. Notwithstanding the foregoing. Contractor hereby accepts. consents to
and submits to any court having competent jurisdiction over Contractor for the
purposc of any injunctive reliel’ as CLIENT may need 1o obtain against Contractor.

Severability. In the event that any court of competent jurisdiction deems any
provision herein to be invalid or unenforceable as applied to any fact or circumstance.
its invalidity shall not affect the validity of any other provision of this MSA or of the
same provision as applied to any other fact or circumstance, but this MSA shall. 10
the maximum extent permissible by law, remain in full force and effect and any
invalid and unenforceable provisions shall be deemed. without further action on the
part of the Parties hercto, modified. amended and limited 1o the extent necessary 10
render the same valid and entforceable.

English Version to Control. In the event that a copy of the MSA is translated into
another language. the official version shall be the English language version. which
shall prevail in ali instances. All official correspondence and communications
between the Parties under the MSA shall be in the English language.

. Headings_and Captions. Section headings or captions contained in this MSA are

inserted for convenience of reference only. shall not be decemed to be a part of this
MSA for any purpose. and shall not in any way dcfine or affect the meaning.
construction or scope of any of the provisions hereof.

Counterparts. To facilitate execution. this MSA may be executed in counterparts. and
it shall not be nceessary that the signatures of each Party appear on each counterpart,
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but it shall be sufficient that the signature of each Party appear on one or more of the
counterparts. All counterparts shall collectively constitute a single agrecement.

No Hiring. Both Parties agree that neither will knowingly attempt to entice or hire
away each other’s employees during the term of this MSA unless otherwise agreed
upon by both parties in writing prior to approaching the other party’s employec.

Rights and Remedies. For violation of any provisions, PHEAA wmay terminate this
and any other agreement with the Contractor, ¢laim damages in an amount equal to
the value of anything received in breach of these provisions, claim damages for all
expenses incurred in obtaining another Contractor to complete performance
hereunder. and debar and suspend the Contractor from doing business with the
Commonwealth. These rights and remedies are cumulative, and the use or nonuse of
any onc shall not preclude the use of all or any other. These rights and remedies are
in addition to those PHEAA may have under law, statute. regulation, or otherwise,

Commonwealth of Pennsylvania Non-Waiver of Sovereign_ Immunity. Nothing in
this entire Agreement shall be read. interpreied or construed as a waiver of the
sovercign immunity of the Commonwealth of Pennsylvania.

The remainder of this page lefl intentionally blank.
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IN WITNESS WHERLEOF, the parties hercto, intending to be legally bound, have
executed this MSA and caused it to become effective as of the date first above written.

CLIENT: CONTRACTOR:

PENNSYLVANIA

HER  EDUCATION DATAMARK, Inc.

ASSISTANCE AGERQOY
By: ) By: J ;

% y 2%&{2 ml@m@z& _
Tie: Se\Mice Presiolentanal Tide:_\ce Presidents

Unwe{ Diotnd OCkcer

Approved as to form and legality

%a@g/w@f

PHEAA Legal Counsel

Approved as to form and legality

@ﬂlmﬁ/ 15

Pennsvlvania Deputy Attorney General
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ME16C5-072

MASTER MUTULAL NON-DISCLOSURE AGREEMENT

This  Master  Mutual  Non-Disclosure  Agreemem
(“Agreement”) 15 entered 1o as of this BEh  dmy of
Sentember . 2L6 by and between the Pennsylvania
Higher Educition  Assistance  Agency. 3 public
corporation and governmental instiumentaling orgamzed
under whe laws of the Commonweaith of Pennsylivania
dbn Amenican Education Services ("ACS PHEAAT)L
hiving a principal business office m 1200 Nonh Seventh
Sireet.  Harrisburg.  Pennsylvania 178021444, and
Duawamark, Inc., a Texas corporation {*Datamark, Inc ™),
having a principal place of business ar 123 West Mills
Avenue Suite 400, El Paso. TX 79901, AESTHEAA
and Dmomark. Inc. are collectively relerred 1o as the
“Parties.”

The Partics may have heretofore engaged in and do
contemplate entering imo fwiure transaclions thay involve
the delivery of Confidential Infarmation {as defined
hereing including. but not timiled 10, stodent Ioan
information, customer  mformation.  propnetany  work
product, web producis. capabilitics. pricing, technical
data, design. process, procedure, fonnula, business logic,
presentition or Strategy. new  proaducts. and markenng
plans

Further, tke Partics may have herelofore entered o and
may enter mte fulure agreements with respect to the
tremment of Confidential Information shared by one
Party ("Disclosing  Pary™)  to the  other  Pany
¢"Recipient™)  during  the course of the  business
relationship between the Panies,

The Parties are entering info this Agreemens to set forth
their  delinitive  undersianding  with respect 10 the
governance and treatment of all heretofore disclosed or
forthcoming  Confidential  Information  shared by
Disciosmpe Pany 10 Recipiemt during the cnurse of the
business relationship between the Parties

NOW.  THEREFORE, for good and  valuable
consideration. the receipt and sutficicacy of which is
hereby acknowledged. and inlending o be legally bound
hereby e Parties mutually agree as follows:

ARTICLE 1. DEFINITIONS

The following capitalized werms shal) hove the meanings
specified in s Article §. Other terms defined in the teat
of this Agreement, and throughout this Agreement, shall
have the meanings cespectively aseribed 1o them.

(N *“Affiliates™ means all current or (uture entities
thot  direcdly  or  indirectly.  through ane or  more
intermediaries, Control {as  defined  herein} or  are
Controlled by, or arc under ¢ommon Control  with,
Disclosing Mariy or Recipicnt. or that are successors
{whether by change of name, dissolution, merger,
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conselidation. rcorgonization, or othenwise} 1o any such
emidies or their businesses and assets.

P2 “Apreement” means this Master Mutual MNon-
Disclosure Agreement. as amended from time to time,

i3 “Breach™ means apy unauthorized seguisition of
or access to data that compramises (he  security,
confidentinlity.  or  imegrity  of the Confidential
Intormatron maintained by or for Recipient.

I.4 “Conlidential Information” shall include, but not
be dimned 10, information disclosed by or lhrough
Disctosing Party to Recipient, whether in writing. orally
ur by any other means, which is canlidential and'or
proprictary to Disclosing Pary. Such infornation may
mclude, without limiation: (a) Nonpuhlic  Personal
Infarmation, as defined in 12 CFR Pan 40. as amended
from time 1o ume. concerning  Disclosing  Party’s
castomers: (b} atl forms and types of Onancial, business.
1echnical. or  ecoromic  information  including  oral
presentations perlsining 10 services: marketing stralegies:
compuier software. software  designs, and  <ervices:
business plans and logic: computer hardware used by
Disclosing  Partyt  rargenng methods: and - other
information, documents, and materials thar pertain w0
eperation policies. procedures, and any other aspects of
the business of Disclosing Panv, () financial and pricing
information of Disclosing Party involving student loans.
and (d) proprietary software developed by the Disclosiag
Pany. “Confidential Information” shall also  inclede
“Consumer {nformation” and “Customer Information™ us
defined in The lnterogeney  Guidelines Establishing
Standards for Information Security. 12 CFR Pant 10
(Appendix. B)Y, as amended from time 10 time
(Guidelines™).

b3 “Contrel”™ means the  possession, directhy or
indirectly. of the power 10 direct ar cause the direction of
the management and pohees of an entiny through the
mayority ownership of voting securities.

.6 “Ohjectives™ means a program designed to (i)
cnsure the secunty and confidentiality of Confidentinl
Information: {ii) protect against any anticipated threats ar
hazords to the securdy or antegrity to Confidential
{nfarmation. and {iii) protect against unauthorized access
to or use of Confidential Information that could resuk in
substangial harm ar inconvenience to Disclosing Pany.

ARTICLE 2. CONFIDENTIALITY OBLIGATION

24 Recipient shall use Confideatial inforination
only e dirccied by Disclasing Pany and shall not
accumulate Confidential nformation in any way or mahke
use of Confidential Information for any purpose ather
than 1o perfosm the requireiments necessary (e lfill the
business transaction{s) agreed 10 by the  Parties.
Recipicnt shalt not disclose. transfer. use, copy. or allow
any emplovec oF any third party access 1o uany such
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Confidentiad Information. except for those who have a
need to know such Confidential Information in order for
Recipient 1o accomplish the requirements of the business
transaction{s) agreed 10 by he Parties and who are
individually bound by comtractual  obtigations of
confidentiality and limilation of use sufficient 10 give
effect 10 this Articie 2. in no cvent shall Recipiemt
disclose any such Confidential Information to any
competitors of Disclosing Pany,  Without Disclosing
Party’s prior writen consent. Recipient shall not disclase
Confidential Information to any unauthorized pany.
Recipient shall wreat Conflidential Information with at
least the same deprce of care that it treats its own
Confidential Information and shall exercise reasonable
precautions to  prevent  disclosure  of  Confidentisl
information to wnauthorized panies.

2.2 The obligations with respect 10 Contidential
Informaion shall noy apply 1o Confidential Information
that: {u) at the time of disclosure was generally known by
the public: (b) the Recipient obtained from a third pany
that i has reason to believe had the right to make such
disclosure; (¢) Disclosing Pany specifically autharizes
ihe Recipient to disclose: (d) either Party developed
independently: or (¢) bacomes part of the public domain
through no [ault of the Parties, Nothing herein shall be
construed 10 restrict Recipient from disclosing such
Confidential Information as may be required by federal or
state law. pursuant 1o a court order issued by a court of
competent jurisdiction, or pursvant 1o a validly issued
subpoeni. or pursuam 1o a requirement of a vaiid and
legaf law enforcement investigation: provided. however,
thal if Recipient is required to make such disclosure, it
immediately notifies Disclosing Party in advance in
writing of such requirement for disclosure. so that
Disclosing Pany. a1 its own option and at its expense.
may seek o restrain disclosure of such Confidential
Information.

23 Recipient agrees that any unauthorized use or
disclosure of Confidentizl Information may cause
immediate and irreparable harm 1o Disclosing Pary.
Recipiem acknowiedyes that Disclosing Party shall have
the right to take o}l reasonable steps to prolect its interests
in keeping the Confidential Information contidential.
including. but nor limited to. injunctive relief and specific
performance without proof of actual damages, and any
other remedies as may be available at law or in equity, in
the event Recipient does not fulfill its obligations under
this Agreement.  Nowwithstanding the foregoing, this
prevision shall not be read, interpreted. or construed as a

waiver of the sovereign immunity of the Commonwexalth
of Pennsylvania,

24 Unless necessary tor its performance hereunder.
neither Party shall use the other Panty’s name in any sales
publication or advenisement or make anv  public
statement relaling to the other Party without oblaining the
other Party’s prior written consent.
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25 Recipient shall not use the Conlidential
Information of Disclosing Party: (a} for its own benelit or
thit of any third party: (b) to Disclosing Party’s
detriment; or (£) in any manner other than to perform the
requirements necessarv 10 fulfill the  business
transaction{s) agreed to by the Parties.

ARTICLE 3. PRIVACY AND SECURITY

34 In addition to the obligations set forth in Article
2. Recipient shalt compiy with all federal and state lows,
and rules and repulations of applicable regulatory
agencies. protecting the Confidential Information and
privacy rights of Disclosing Party and its customers,
including, without limitation. Title V of the federnl
Gramm-Leach-Bliley Act and the federal Economic
Espionage Act (18 US.C. Section 1831 et seq)
Recipient will not directly or indireclly reuse or
redisciose to any Affiliaic. or any unaffiliated cnlity or
person, any Confidential information. inciuding bul not
limited 10, any personally  identifiable  customer
information. provided by Disclosing Party during the
course of the business relationship between the Parties for
any purpose other than to accomplish the requirements of
the business transaction{s) agreed to by the Parties.

32 Recipient agrees that it will not sell, disclose,
transfer, or rent any Confidential Information (o any third
party nor will it wse any Confidential Information on
behall of any third pary, without the express written
penmission of Disclosing Party,

33 Electronic fife transmissions between the Parties
containing Confidential Information shall be encrypred.

34 Recipient shail implement and maimain an
appropriate  security  program  for  Confidential
Information received by Recipient from Disclosing Party
designed to meet the Objectives. Recipient shall provide
to Disclosing Party, upon request, a copy of its policy
related to information security and ony updates or
amendments thereto.

3.3 As part of its information security program,
Recipient shall take approprinte measures to properly
dispuse of Confidential Information. whether such
information is in paper, clectronic or ather form. These
measures should, at a minimum include:

(i) Burning. pulverizing or sheedding of papers
containing Conlidential Information so that the
information cannot practicably be rcad or
reconstructed:

{ii) Ensuring the destruction or erasure of electronic
media containing Confidemial Information so
that the information cannot practicably be read
or reconsiructed:; andfor

(iii) Ensuring that any third porty who performs the
activities described n (i} and {ii) on behalf of

-



Recipient above does so in o manner consistent
with this Section.

Recipient shall ensure that it does not retain Confidential
Information for longer than it needs such information to
perform the requiremenis necessary (o Tulfil the business
transaction{s} agreed 1o by the Parties. Recipient's
disposal palicy shall require that such information is
reviewed and destroved on a routine basis consistent with
Recipient’s disposal policy,

106 Recipient shall have in place and follow a
routine  desiruction polics for all Disclosing Party’s
Contidential Information.  No such malerials will be
retained longer thar such period as is set forth in
Recipient’s policy period for retention unless mandated
by applicable law,

ARTICLE 4. BREACH OF CONFIDENTIALITY

d.1 In the event Recipient knows or reasonably
believes that thete has been a Breach. Recipient shall 1ake
the following actions:

(i) immedinely notify Disclosing Party of such
Breach.
(i) tdentify 10 Disclosing Pany at no cost lo

Disclosing Party what specific Confidential
tnformation may have been Breached.

(iii) Monitor any atTected accounts for any unusual
activity (if appropriate}.

(iv) Take measures (0 conlain and control the
incident to prevent further unauthorized access.

(v Remedy the circumstances that permined such
Breach 1o occur.

{vi) Cooperate with Disctosing Party as necessary to
faciliate Disclosing Party's compliance with
any applicable federal or state law regarding
whautharized  access  of the  Confidemial
Information,

In addition 10 any other remedy in this Agreement.
Recipient shall fully reimburse Disclosing Party for the
acwal costs of mailing notices 10 individuals whose data
bas or may have been Breached. where such Breach is the
direct result. in whole or in part, of Recipient’s breach of
this  Agreement, Recipient’s  failure to conform 1o
applicable law. or Recipient's negligence.

ARTICLE 5. TERM

sl The terms and conditions of this Agreement
shall survive for a minimum of five (3} yeors after the
dote of deliverv of the last uem of Confidential
Information between the Parties.  Notwithstanding the
foregning, the Recipiem acknowiedges that (i) its
obligatlions under this Apreement with respect to the
Disclosing Party’s Confidential Information shall remain
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in effect for as long ps such information shall remain
Confidentizl Information under applicable law and (ii) its
obligations under this Agreement with respect 10 the
Disclosing Party’s trade secrets shal} remain in effect for
as long as such information shall remain a trade secret
under applicable law,

5.2 Upon either Party’s written demand andfor upon
termination of o business transaction between the Parties,
Recipient shall destroy Disclosing Party's Confidentiol
Information {including the removal of any copies of the
Confidential Information in any form whatsoever on
Recipient’s computer and information siorage systems).
Recipient shall also provide to Disclosing Party a writien
certification of desiruction signed by an officer of
Recipient duly authorized to legally hind Recipient which
certifies that no copies of the Confidential Information
have been retained.

ARTICLE 6. MISCELLANEOUS

6.4 Choice_of Law. This Agreement and the
respective righls and obligations of the Parties shall be
governed by, and construed in accordance with, the laws
of the Commonwealth of Pennsylvania.

6.2 Entire__Aureement;  Conflicts Between
Avreements. This  Agreement constitutes the  entire
agreement and undersignding between the Partics with
respect to the subject matter hereof and all prior
agreements and understandings between the parties on
the same subject are hereby rescinded and made nul and
void by mutual agreement.

6.3 Parties in_Interest: Assignment. This Agreement
is and shall be binding upon and inure to the benefit of
the  Parties hereio  and  their  respective  legat
represeniatives, successors, and permitted assigns. but
shall not be assigned bv any Pany without the wrinten
consent of the other Party hereto (which consent may be
withheld in the sole discretion of such other Paniy).

6.4 Amendment.  This Apgreemem may naol be
amended, modified, superseded. or rescinded, except by a
writlen instrument or document signed by ail Parties
hereto.

0.5 Waiver. A failure or delay of either Pany to
enforce any aof the provisions hereof may in no way be
construed to be o waiver of such provisions of this
Agreement. No rights or duties in this Agreement may
be waived except in a written instrument or document
signed by the Party charged with such waiver.

6.6 Severability. Any term. condition, or provision
of this Agreement that is tnvalid. illegal or unenforceable
for any reason shall be inefTective only to the extent of
such invalidity, illegality. or unenforceability, without
affecting in any way the remaining 1erms, conditions, or
provisions hereof or rendering any other term. condition,
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or provision of
unenforceable.

this Agreement invalid. illegal. or

6.7 tleadinus. The headings of the various sections,
subsections and clauses are solely for the convenience of
the parties hereto and shalt not cantrol or affect the
meaning or construction of 1his Agreement.

6.8 Counterpans. This Agreement may be executed
in any number of counterparts, ¢ach of which shall be
deemed 1o be an original as agninst any Party whose
signature appears thercon, and all of which shall togeiher
constitute one and the same insirument,

6.9 Right to Know. Datamark, Inc. acknowledges.
understands, and agrees that any information. proprictory
or otherwise. which is provided by Datamark, Inc. w
AESTHEAA may be subject 1o disclosure by
AES PHEAA as o “public record” as defined by
Peansylvania’s Right-to-Know Law, 63 P.S. § 67.101 ¢r
sey. as amended or as may be amended in the future.
Datamark,  Inc.  accordingly  waives and  releases
AES PHEAA from any actions at law or in equily from
compliance with any such disclosure. Dmamark, Inc.
further achnowledges. undersiands, and agrees that any
such disclosure does not constitute breach of any
confidentiality provision otherwise provided for in this
Agreement.  ln the evenmt AES/PHEAA is reguired w0
make such disclosure. AESPHEAA  shail make
commniercially reasonable effort to notify Datamark. Inc.
in writing in advance of any disclosure request or of other
pending legal action instiited 10 enforce disclosure of

this Agreement or any information. proprietary or
otherwise, which is provided by Dmamark. Inc. to
ALES'PHEAA hereunder.

6.10 Notices: Communications. Any notice or other
communication teguired ar thml may be given under this
Agreement shall be in writing and delivered 10 the
addresses set forth below, Notice shall be sent overnight
deliverv or registered or certified mail. return receipt
requested, postage and express charges prepaid. and shall
be considered delivered and effective three days alter
mailing.

1Mo AES/PHEAA:

AESIPHEAA

1200 North Seventh Street. #1Q06 NE3
Harrisburg. PA 17102

Attention: Chiel Counsel

I to Datamark, Inc. :

A B oo

Attention: E{‘E.S !C} QA\%

The designation of the person 10 be so notified or the
address of such person for the purposes of such notice
may be changed from time to time by notice hereunder.

IN WITNESS WHEREOF, each of the Parties hereto hus caused this Agreement 1o be signed as of the date first written

above,

ASSISTANCE AGENCY

Name: Sandra Mcinivee

Fitle: Vice President. Administration

Federal Tax 1D NO.: 23-1693362

Approved as to form and legality.

PHEAA Chi
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DATAMARK. INC.

By: .
Namc:L\)u,j_l A

TN <
'riuc:?ﬂ‘i oS W Bt ol _
Federal Tax ID No.:ws__

This Agreement has been pre-approved by the Pennsylvania

Office of Attorney General, 38-FA-8.0

Contract Noa W i‘ﬁc_.g ’O‘—)ZJ
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EXHIBIT 2

PENNSYLVANIA HIGHER EDUCATION ASSISTANCE AGENCY
SPECIAL TERMS AND CONDITIONS

These Special Tenms and Conditions are 10 be read in conjunction with the Agreement {the “Agreement”) between the

Penngylvania Higher Education Assistance Agency ("PHEAA™) and Contractor. including without limitation any
attachments, exhibits or other supplements incorporated into the Agreement. In the event of a conflict between these Special
Terms and Conditions and any provision of the Agreement, these Special Terms and Conditions shall prevail. The terms
“Giovernment™ or “Federal Government™ as used herein. each means the United States Government or any of its agencies or
instrumentalities, including without limitation the Department of Education,

iv.

4R

Contractors Debarred, Suspended or Proposed for Debarment. Contractor represents. warrants and certifics that
neither Contractor nor any of its principals are currently under suspension or debarment, or proposed for suspension or
debarment, by any state or by the Federal Government. If Contractor is subsequently suspended, debarred. proposed
for suspension or debarment. or enters into a subcontract under this Agreement with any subcontractor who are
currently, or who subsequently become. suspended, debarred or proposed for suspension or debarment, Contractor
shall provide prompt written natice thercof to PHEAA. and PHEAA shall have the right to either (i) require Contractor
to lerminate such subcontracts or (ii) tenninate this Agreement.

Changes. PHEAA may order changes within the general scope of the Agreement at any time by written notice to
Contractor, including without limitation, the description of services to be performed. lime or place of performance, or
any other change required due o a change made 10 a contract between PHEAA and the Federal Govermment.
Contractor shall comply with a notice of change upon receipt. Contractor shall be compensated for additional costs
incurred as the result of such order and shall credit PHEAA for any savings, as determined by written agreement of the
parties. Contractor must assert a right 10 a compensation adjustment under this clause by providing written notice of
its request for adjustment within 30 davs of receipt of a written change order. Nothing in this clause shall excuse
Contractor from proceeding with the contract as modificd by any such change order

Termination for Convenience, Notwithstanding any other provision of this Agreement. PHEAA may immediately
terminate this Agreement, in whole or in part, to the extent any item or service provided by Contractor is related (o a
contract between PHEAA and the Federal Govermment., and such contract between PHEAA and the Federal
Government is terminated in whole or in part. In the event of such termination, PHEAA shall be liable only for work
performed prior to termination.

Security Clearances. Contractor understands and agrees that each of its employees, agents or contractors may be
required to obtain a Federal security clearance prior to beginning work at a PHEAA location or accessing confidential,
proprictary or other restricted or sensitive information from PHEAA. PHEAA may at its sole discretion refuse to
allow any of Contractor’s employees, agents or contractors who do not obtain any required security clearance to
perform any services under this Agreement,

Self-Reporting of Vielations. Contractor shall promptly refer to PHEAA and to an appropriate Inspector General any
credible evidence that a principal, employee, agent, contractor, sub-grantee or subcontractor has committed a violation
of Federal criminal law involving fraud. conflict of imerest, bribery, or gratuity violations found in Title 18 U.S.C. ora
violation of the civil False Claims Act (31 U.S.C. 3729-3733).

Security Protocol for Reporting Contract Employee Departure from a Contract, Contractor shall immediately
notify PHEAA when a Contractor or subcontractor employee no longer provides services under the contract. Such
notification shall include, but not be limited 1o, the following: employce’s {irst, middic and last name; eQIF number, if
available; list of svstems to which the emplovee had access. and any associated user 11)s, if available; and termination
date.

m



VI,

CONFLICTS OF INTEREST.

(a)

(b)

()

(d

(e}

Contractor and any subcontractor. employee or consultant of Contractot. by signing the Agreement. certifies that,
to the best of its knowledge and belief, there are no relevant facts or circumstances which could give rise to an
organizational or personal conflict of interest, (see 48 C.F.R. subpart 9.5, for organizational conflicts of interest),
or apparent conflict of interest, for the organization or any of its staff, and that Contractor and any subcontractor,
employee or consultant has disclosed all such relevant information if such a conflict of interest appears to exist to
a reasonable person with knowledge of the relevant facts {or if such a person would question the impartiality of
the Contractor, subcontractor. cmployee or consultant). Conflicts may arise in the following situations:

(1) Unequal access to information — a potential contractor. subcontractor. employee or consultant has access 1o
non-public information through its performance on a Federal Government contract.

(2) Biased ground rules — a potential contractor, subcontractor. employvee or consultant has worked. in one
Federal Government contract, or program. on the basic structure or ground rules of another Federal
Guovernment contract.

(3) Impaired objectivity — a potential contractor, subcontractor. employee or consultant, or member of their
immediate family (spouse, parent or child) has financial or other interests that would impair, or give the
appearance of impairing. impartial judgment in the evaluation of Government programs. in offering advice or
recommendations, or in providing technical assistance or other services to recipients of Federal funds.

Contractor must provide the disclosure described above on any actual. potential or apparcent conflict of interest
regardless of its opinion that such a conflici would not impair their objectivity. In a case in which an actual,
potential or apparent conflict is disclosed. PHEAA or the Federal Government will take appropriate actions (o
eliminate or address the actual, potential or apparent conflict, including but not limited to mitigating or
neutralizing the conflict, when appropriate. through such means as ensuring a balance of views, disclosure with
the appropriate disclaimers. or by restricting or modifving the work to be performed to avoid or reduce the
conflici. In this ¢lause. the term “potential conflict” means reasonably foreseeable conflict of interest.

Contractor. and any subcontractor. employee or consultant. agrees that if impaired objectivity, or an actual,
polential or apparent conflict of interest is discovered afler the award is made, it will make a full disclosure in
writing, to PHEAA. This disclosure shall include a description of actions Contractor has taken or proposes to take.
after consuliation with PHEAA, o avoid, mitigate, or neutralize the actual, potential or apparent conflict.

PHEAA may terminate this contract for convenience, in whole or in part, if it dcems such termination necessary to
avoid the appearance of a conflict of interest. If Contractor was aware of a poiential conflict of interest prior to
award or discovered an actual. potential or appareni conflict of interest after award and did not disclose or
misrepresented relevant information to PHEAA, PHEAA may terminate the contract for default, and PHEAA or
the Federa! Government may pursue such other remedies as may be permitted by law or this contract. These
remedies include imprisonment for up to five years for violation of 18 U.S.C. § 1001. fines of up to $5,000 for
violation of 31 U.5.C. § 3802, as well as suspension or debarment from contracting with the Commonwealth of
Pennsylvania or Federal Government. Contractor may also be required to reimburse PHEAA or the Government
for costs incurred arising from activities related to confliets of interest. An example of such costs would be those
incurred in processing Freedom of Information Act requests related to a conflict of interest,

In cascs where remedies short of termination are applied, Contractor or any subcontractor, employee or consultant
agrees o climinate the conflict of interest, or mitigate it to the satisfaction of PHEAA and the Government.

Cowmractor shall insert in any subcontract or consultant agreement hercunder provisions which shalt conform
substantially to the language of this clause including specific mention of potential remedies and this paragraph (e}.
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VI Incorporation of Federal Acquisition Regulations by Reference. The following FARs are incorporated by
reference as if fully set forth herein, except that the term “Contracting Officer”, wherever it appears in the FARs, shall
be repluced by "PHEAA.” the terms “Contractor” shall. include directors, officers, partners, managers. employees.
agents and owners of more than five percent {5%) financial interest in Contractor, and the terms “Government” or
“Federal Government” cach means the United States Government or any of its agencies or instrumentalities, including
without limitation the Departiment of Education,

Paragraph Tite

52.203-13 Contractor Code of Business Ethics and Conduct (Dec 2008)'

52.203-15 Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
{(Mar 2009)

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees af

Whisticblower Rights (Apr 2014)?

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017)
52.204-21 Basic Safeguarding of Covered Contractor Information Systems {fune 2016)

52.215-2 Audit and Records - Negotiation — Alternate | (Mar 2009)

32.219-8 Utilization of Small Business Concerns (May 2004)"

52.219-9 Small Business Subcontracting Plan (Oct 2013)

§2.232-26 Equal Oppertunity (Mar 2007)

§2.222.35 Equal Opportunity for Veterans (Sep 2006)*

52.222-36 Affirmative Action for Workers with Disabilities (Jun 1998)%

52.222-39 Notification of Employee Rights Conceming Payment of Union Dues or Fees (Dec 2004)
5222241 Service Contract Act of 1963 (Nov 2007)

52.222-30 Combating Trafficking in Persons {Aug 2007)

§2,222.54 Employment Eligibility Verification (Jan 2009)®

52.2244] Privacy Act Notifteation (Apr 1984)°

52.224-2 Privacy Act (Apr [984) %

52.245-1 Government Propenty (Jun 2007)"

1X. Reporting Executive Compensation and First-Tier Subcontract Awards.!”

{a) Pursuant to FAR (FAR} 52.204-10 (July 2010). PHEAA must report information regarding certain first-tier
subconiracts to the Government. Contractor acknowledges this obligation and agrees to provide the information
listed in this clause no later than ten (10) alter execution of the Agreement:

' Applics only if the Agreement has a value in exeess of $5.000.000 and a performance period of more than 120 days.

2 Applics only if the Agreements or any purchase order thereunder is expected to have a valug in any single yeor that exceeds the current
“simpliticd acquisition threshold™ as defined in FAR 2,101,

& Applics only if the Contractor may have Federal contract information residing in or transiting through its information system. other than
acquisition ol commereially available oft-the-shelt items.

L Applies only if Contracter provides provide further subcontracting opporiunitics under the Agreement,

* Applies only if' the Agreement or any purchase order thereunder has a value equal to or greater than $100.000.

* Applies only if the Agreentent or any purchase order thereunder has a vilue equal to or greater than $10.000.

T Applies only if the Agreements or any purchase order thereunder is expected to have a value in any single year that exceeds the current
“simplitied acyuisition threshold™ as defined in FAR 2,101,

* Applics only if the Agreentent: (i) bas a value in excess of $3,000: (ii) is for services (excluding services o provide only “Commercially available
off-the-shelf (" COTS7) items”™. a5 defined in the FAR. or items that would be a COTS hiem but for minor moditications) performed by the COTS
* Applics only i Contractor will be required to desipn, devetop or operate a system of records on individuals to accomplish a Government unction.
* Applies only if Contractor will be required to design. develop or operate a system of records on individuals 1o accomplish 2 Government
function,

1 Applies only it Government property is provided to Contractor for performance of the Agreement.

" Daoes not apply i the Agreement is valued at tess than $25.000, if Contractor is an individual: or if Contructor's gross receipts in the immediatety
preceding tax year were less than $300,000,
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(1) Unigue identifier (DUNS Number) for the Contractor and for the Contractor’s parent company, if applicable.

{(2) Contractor’s physical address (sireet address, city. state, country, nine-digit zip code) as well as the
congressional district in which this address is located.

(3) Contractor's primary performance focation (street address, city. state. country, nine-digit zip code) as well as
the congressional district in which this location resides.

(4) The applicable North American Industry Classification System code for the goods or services provided.

(3} In addition. Contractor shall provide information summarizing the total compensation and names of each of
the five most highly compensated executives for Contractor's preceding completed fiscal year, if: (i) in its
preceding fiscal year. Contractor received: both 80% or more of its annual gross revenues and $25,000.000 or
more in annual gross revenue from Federal contracts. subcontracts, loans, grants. subgrants, and cooperative
agreements; and {(ij)the public does not have access to information about compensation of Contractor's
exccutives through periodic reports filed under Section 13(a) or 15(d) of the Securities Exchange Act of 1934
or Section 6104 of the Intenal Revenue Code of 1986. (To determine if the public has access, see U.S.
Security and Exchange Commission total compensation filings at Ditp' www ~¢C.uov inswers execomp.hitm. )

(c) Contracter acknowledges that information reported under this provision will be made public by the Government
g P P P Y
pursuant to the Federal Funding Accountability und Transparency Act of 2006, as amended by section 6202 of the
Government Funding Transparency Act of 2008.

(dY Definitions. As used in this clause:
(1) “Executive”™ means officers, managing partners, or any other employees in management positions.

(2) “Total compensation” means the cash and noncash dollar value carned by an executive during the

Contractor’s preceding fiscal year and includes (for more information see 17 C.F.R. 229.402(cX2)):

(i) Sualan: and bonus.

(i) Awards of stock, stock oprions, and siock appreciation rights. Use 1he dollar amount recognized for
tinancial statement reporting purposes with respect to the liscal year in accordance with the Statement of
Financial Accounting Standards No. 123 (Revised 2004) (FAS 123R), Shared Based Payments.

{(iii} Earnings for services under non-eguity incentive plans. This does not include group life. health,
hospilalization or medical reimbursement plans that do not discriminate in favor of executives, and are
available penerally 10 all salaried employecs.

{(iv) Change in pension value. The change in present value of defined benefit and actuarial pension plans.

(v) dbove-marker earnings on deferred compensation which is not tux-qualified.

(vi) Other compensation. i the aggregate value of ali such other compensation (¢.g.. severance, termination
payments. value of life insurance paid on behalf of the employee, perquisites or property) for the
vxecutive exceeds $10.000.

X.  Precedence of Terms. These Special Tenns and Conditions shall apply in ali instances. In the event of any conflict

between any of the Special Terms and Conditions and any other provision of the Agreement, including without
limitation any General Terms and Conditions. these Special Terms and Conditions shall apply.

Revised: 1/24/2018
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EXHIBIT 3

Pennsylvania Higher Education Assistance Agency (“PHEAA™).
a public corporation and governmental instrumentality
organized under the laws of the Commonwealth of Pennsylvania

GENERAL TERMS AND CONDITIONS

I, Definitions.

a. Confidential information means information that is not public knowledge, or availuble to the public on request. disclosure of which
woukl give an unfair. unethical. or illegal advamiage to another desiring to contract with the Commonwealth,

b. Consent means writlen permission signed by a duly authorized officer or employee of the Commonweaith. provided that where the
materisl facts have been disclosed. in writing, by prequalification. bid. proposal or contractual terms, the Commonwealth shall be deemed 10 have
consented by virtue of excedtion of this Agreement,

¢, Contractor means the individual or entity that has entered into this Agreement with the Commonwealth. including directors. efficers.
panners, managers, key employees, and owners of more than [ive pereent interest,

4. Financial interest means:

(1} ownership of more than five percent in any business: or
(2} holding a position as an officer. director. trustee. partner. employee, or the like, or holding any position of management.

¢. Gratuity means any payment of more than nominal monetary value in the form of cash. travel. enmerainment. gitls, meals. lodging, loans,

subscriptions. advanees. deposits of mongy, services. cmployment, or contracts of any kind.

2. Contractor Standards. The Contracior shall maintain the highest standards of integrity in the performance of this Agreement and shall take no
action in violation ol state or lederal laws. regulutions, or other requirements that govern contracting with the Commonwealth,

3. Contractor Responsibilities.

a. Contractor understands and agrees thal prior to placing any of its emplovees at any PHEAA location. the Contractor shal undeniake
investigatory background inquirics on such individuals, including but not limited to obtaining and examining criminal history and motor vehicle
records, Contractor igrees o provide the results of any inquirics to PHEAA upon PHEAA’s request,

b. Contractor shall be responsible for ensuring that all of Contractor’s stalf working on PHEAA s premises are provided with, understund
and adhere o, PHEAA s policies, procedures and practices. including those involving workplace satety and security.

4. Deliveries. All persons making deliveries (0 PHEAA, will attest that the delivery was not tampered with, nor compromised, while in their
possession. As applicable, skid deliveries to PHEAA must be shrink-wrapped,

3. Confidentiality. The Contractor shall not disclose to others any confidential information gained by virtue of this Agreement.  Any breach off
confidentiality will result in immediate termination of this Agreement. The Contractor is responsible Tor any additional costs to PHIEAA as a direct
result of termination of this Agrecment,

6. Ethics.

a. The Contructor shall not. in connection with this or any other agreement with PHEAA, directly or indirectly. offer. confer or agree w
conler any pecuniary benetit on anyone as consideration for the decision. opinion. recommendation. vote, other exercise of discretion, or violation of
2 known legal duty by any officer or employee of PHEAA. Nor shall the Contractor, directly or indirectly. offer, give or agree to promise to give lo,
any person. any grawsity for the benefit of or at the direction or request of any officer or employee of PHEAA. Excepl with the consent of PHEAA,
neither the Contractor nor anyone in privity with him or her shall aceept or agree Lo aceept (rom, or give or agree to give (0, any person, any gratuity
from any person in connection with the performance of work under this Agreement.

b. Except with the consent of PHEAA. the Contractor shall not have a financial interest in any other contractor. subcontrictor, or supplier
providing services, labor, ar material on this project.

¢. The Coniractor. by exceution of this Agreement and by the submission of any bills or invoices for payment pursuant thereto. cenifics and
represents that he or she has not violaed any of these provisions.  The Contractor upon being informed that any violation of these provisions has
oceurred or may eceor, shath immediately notify PHEAA in writing,

7. Debarment.

a. Contructor cenifies that it is not currently under suspension or debarment by the Commonwealih. any other state, or the federal
government.

b I Contractor enters into any subcantracts under this Agreement with subcontractors who are currently suspended or debarred by the
Commonwealth or federal government or who become suspended or debarred by the Commonwealth or federal government during the term of this
Agreement or any extensions or renewals thereof, PHEAA shall have the right 1o require the contractor to terminate such subconiracts,

8. OFAC Checks.
a, Contractor represents that neither Contractor. nor any of its subsidiaries, affilintes, dircetors.
officers, agents. employees. or subcontractors. are:
(1Y individuals or entitics that are lisied in the annex 1o, or are otherwise subject o the prohibitions contained in, Executive Order No.
13224 on Terrorist Finanging. effective September 24, 2001 (the “Executive Order™) or the Office of Forcign Asset Control
COFACT)Y regulations:
{2} individual or entity with whom Customer is prohibited from dealing or othenwise engaging in business under any LS. law,
regulation. executive order and/or lists published by OFAC (including those exccutive orders and lists published by OFAC):
{3) individval or entity that is named on the most carrent list of “Specially Designated Nationals and Blocked Persons™ published by
OFAC on its ofticial website or any replacement website or other replacement official publication of such list: or
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¢4} an individual or entity with which any financial institution is prohibited from dealing or otherwise engoging in any transaction under
any laws or regulations refated to terrorism or money laundering.
b. Ongoing Obligation. 1T at any lime during the term of this Agreement. any of the representations contained in this Section are no longer
true. Contractor will immediately notity Customer (PHEAA). and Customer shall have the immediate right to terminate this Agreement. without
further obligation or penalty. Contractor shall conduct periodic reviews. no less frequently than quarterly. of the lists mentioned above.

9. Business and Financial Records. Upon reasonable prior written notice and during normal business hours. PHEAA. its Inspector General or
ather designated auditors may audil the Contractor’s procedures with respect Lo its customer’™s data,

10. Qualifications of Contractors. PHEAA may make such reasonable investigations as deemed proper and necessary Lo determine the ability of
the Contrictor 1o perform the work/furnish the item(s) and the Contractor shall furnish 1o PHEAA all such information and data for this purpose as
may be requested. PHEAA reserves the right to inspeet the Contractor's physical facilities prior 10 award 10 satisfy questions regarding the
Contracter's capabilitics. PHEAA further reserves the right to reject any proposal if the evidence submitied by, or investigations of. such Contractor
fails to satisfy PHEAA thut such Contractor is properly gualitied to carmy out the obligations of the Agreement and 1o complete the work/fumnish the
item{s) contemplated therein.

11. Indemnification. Contractor shall indemnify and hold PHEAA harmless from any claims asserted due 1o the activities of Contractor. its
employees or agents in the performance of the activities required under this agreement.

12. Applicable Law and Courts. The Contractor agrees to comply with all applicable laws and regulations of the Commonwealth of Pennsvivania
in cirrving out this Agrecment,

13. Independent Contractor. The Contructor. its agents. and employvees. shall act in an independent capacity and shall not act or be deemed to act
as officers. emplovees, or agents of PHEAA,

14. RESERVED

15. Mandatory Use of Terms and Conditions. PHEAA reserves the right o decide. on a case-hy-cuse basis, at its sole discretion. whether or not
1o modify or add 1 these General Terms and Conditions,

16. Clarification of Terms. If any prospective Contractor has questions about the specifications or other solicitation documents, the prospective
Contractor should contact the Supply Management Oilice,

17. Rights and Remedies. For violation of any provisions, PHEAA may terminate this and any other agresment with the Contractor, claim
liguidated damages in an amount egual to the value of anything received in breach of these provisions, claim damages for all expenses incurred in
obtaining anuther contractor 1o complete performance hereunder, and debar and suspend the contractor from doing business with the Commonweatth.
These rights and remedies are cumulative, and the use or nonuse of any one shall not preclude the use of all or any other. These rights and remedies
are in addition 1o those PHEAA may have under this Agreement. law, statute. regulation, or otherwise,

I18. Force Mnjeure: Neither Party shall be responsible for delays or failures in performance resulting from acts beyvond the control of the non-
performing Party. Such acts shall include but shall not be limiled o acts of God. fire, flood, carthquake. other natural disasters. nuclear accident.
strike, lock-out, riot, war, act of levrorism. freight embargo. failure of public regulated wtility. or governmental stalutes or regulations superimposed
afler the fael 10 a delay or failure in performance by cither Party arises oul of causes beyond the Party's control and without the fault or negligence
of that Party, then that Party shall not be liable Tor damages as a resuli of such delay or (ailure.

19. RESERVED
20. RESERYED

Z1. Testing and Inspection. PHEAA reserves the right to conduct any test/inspection after payment it may deem advisable within a reasonable time
afier delivery, and o reject the equipment. goods, materials or supplics if such post-payment wsting or inspection discloses a defeet or a failure to
meet specifications,

22. Assignment of Agreement. An Agreement and the rights and obligations hereunder may not be assigned in whole or in part by the Contractor
without the prior written consent of PHEAAL and any purported assignment without such written ¢onsent shall be void and of no effect.

13. Changes to the Agreement. PHEAA may order changes within the general scope of the Agreement al any time by written nolice 1o the
Contractor. The Contractar shall comply with the notice upon receipt, The Contractor shall be compensated for any additional costs incurred as the
result of such order and shall give PHEAA a credit for any savings, Said compensation shall be determined by mutual agreement between the partics
in writing,

24. Default, In case of [ailure 1o deliver goods/services in accordance with the Agreement tenms and conditions, PHEAA. aller due oral or written

netice. may procure them from other sources and hold the Contraclor responsible for any resulting additional purchase and administrative cost. This
remnedy shall be in addition to any other remedies which PHEAA may have,
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25. Canceliation of Agreement. PHEAA reserves the right to cancel and tenminate any resulting Agreement, in part or in whole, without penalty,
upon thirty {307 days written notice o the Contractor,  Any contract cancellation notice shall not relicve the Contractor of the obligation to deliver
and/or perform on all outstanding orders issued prior o the effective date of cancellation.

26. Subcontracts. No portion of the work shall be subcontracted without prior written consent of PHEAA. In the event that the Contractor desires
0 subcontract some pan of the work specified herein, the Contractor shall fumish PHEAA the names. qualifications. and experience of their
proposed subcontractor(s). as well as a cenification that such subcontractor has met applicable OFAC requirements, as required in Paragraph 8
above. The Contractor shall. however, remain fully liable and responsible for the work/service 1o be performed by his subcontractor(s) and shall
assure compliance with all requirements of the Agreement.

27. Compliance with Regulations. Rules, and Applicable Laws. The Contractor must at ali times observe and comply with applicable federal,
state. or local laws. ordinances. decrees and regolations existing at the time of or enacted subsequent (o the execution of any Agreement.

28. Right to Know Act. The Contractor acknowledges. understands and agrees that this entire Agreement and any information contained herein
may he subject (o disclosure by PHEAA as u ~public record”™ as required by Pennsylvania’s Right to Know Law (hereinafter “the Act™),

Moreover, Contractor agrees and pnderstands that if this contract involves: (1) the sale of any property of any kind or description (real, personal or
mixed): of (2} personal services, and the consideration involved herein is $5.000.00 or more. then Section 1701(a) of the Act requires PHEAA to
submit » copy of this Agreement o the Pennsylvania Department of Treasury within ten { 10) days after the comract is Tully executed. Thereafler, the
Pennsylvania Department of Treasury shall make this Agreement available for public inspection by cither posting a copy of the cnlire contract or a
contract summary on the Freasury Department’s publicly-accessible intemet website,

T the extent Contracior behieves 1his Agreement contains any “trade secret” or ~confidential proprietary information” (as those terms are defined in
the Act). Contractor may submtit 10 PHEAA a separate written statement, signed by a representative of the Contractor, identifying which provision(s)
of the Agreement contain “trade seeret™ or “confidential propriciary information.” Said statement shall be submitted to PHIEAA on the same day
Contractor signs this Agreement.  Contractor agrees and understands that, by liling to submit a separate written statement signed by its
representative indicating that the Agreement containg “trade secret” or “confidential proprictary information.” Contractor may be waving important
rights under the Act.

Contractor accordingly waives and releases PHEAA. its agents. officers, represemtatives, hoard members and employees. from any and all actions a1
law or in equity for compliance with the Act, Contractor further acknowledges, understands and agrees that any such disclosure made by PHEAA
under the Act does not constitute breach of any confidentiality provision otherwise stated in this Agreement.

29. Precedence of Terms. Thesc General Terms and Conditions shall apply in all instances. 1n the event that there is a contlict between any of the
General Terms and Conditions and any Special Yerms and Conditions. if any, or where applicable, the Special Terms and Conditions shall apply. 17
there is a contlict beween PHEAA's General/Special Terms and Conditions and terms and conditions which are part of an Agreement submitted by a
contractor. PHEAA'S General/Special Terms and Conditions shall prevail.

30. RESERVED

31. Expenses. Ifapplicable, expenses will be reimbursed at the rates currently in effect for employees of PHEAA, Rates are available by contacting
the Accounts Payable Office at (717) 720-2700.

32, Tax Exemption. PHEAA is an instrumentality of the Commonwealth of A and is exempt from local and/or state and local sales ang use tax.
Our Tax Identification Number is 23-1693362.

33, Commonwealth of Pennsylvania Non-Waiver of Sovereign Immunity. Nothing in this entire Agreement shatl be read, interpreted or
construed as a waiver of the sovercign immunily of the Commonw ealth of Pennsylvania.

GENTERMS Rev, 1.2016
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Exhibit #4
PHEAA's Vendor Travel and Expense Policy

EXHIBIT 4
PHEAA TRAVEL AND EXPENSE POLICY

Transportation
1. Rental Cars

a. Receipts are required.

b. Only full size or smaller vehicles should be rented, unless carrying large
or bulky business items such as computer equipment, etc. Under no
circumstances shall luxury vehicles or sporis cars be rented.

¢.  Amenities including GPS, satellite radio and sunroof are prohibited unless
clearly documented that this was an upgrade offered by the car rental
company at no charge due to lack of availability of a vehicle as defined
in b. above.

d. As required by the rental company, the rental car must be returned with a
tank of gas which should be obtained at the most economical price,

2. Air and Rail Travel

a Receipts are required

b. The lowest possible fare should be selected. Higher priced fares for first
class travel will not be reimbursed.

3. QOther Ground Transportation

a. Receipts for taxis and shuttles are required. Reimbursement will not be
provided for imousines,

b Incidentals (non-meal tips) are limited to a total of $5.00 per day per
person. as per the IRS Travel guidelines.

4, Parking fees and roadway tolls

a. The lowest cost parking option should be utilized. Where possible, parking
receipts should be obtained and submitted for reimbursement. Valel
parking should be avoided.

b. Where possible, toll receipts should be obtained and submitted for
reimbursement.

Lodging

1. Unless otherwise covered in the contract. a reasonably priced lodging convenient
to PHEAA shall be chosen. The best possible rate (e.g.. a government rate, if available)
should be secured when booking a reservation. PHEAA has negotialed rates with several
area hotels. Supply Management should be contacted to obtain a listing.

2. Costs incurred for shoe shine, dry cleaning, mini-bar, movie rental, or other hotel
amenities not directly refated to business are not eligible for reimbursement.
3. Food and drinks are reimbursed through per-diem and should not be included on

the hotel invoice.

Meals

1. Expenses related to meals are not te exceed the subsistence rate. The
appropriate subsistence rate is based upon IRS guidelines and the location, and is
audited by Accounts Payable. Receipts are not required.

2. Reimbursement for alcoholic beverages is stricily prohibited.

3. Invoices should include an emization indicating total meal reimbursement per
person per day.

Other Business Related Expenses

Generally, arrangements should be made with PHEAA for services such as printing,
copying, faxing, etc

Mk



EXHIBIT 5§

Pennsylvania Higher Education Assistancte Agency (“PHEAA™),
a public corporation and governmental instrumentality
vrganized under the laws of the Commonwcalth of Pennsylvania

NONDISCRIMINATION CLAUSE

During the term of this contract, Contractor agreces as follows:

(1} Contractor shall not discriminate against any employee. applicant for employment, independent contractor, or any other person
because of race. color, religious creed. handicap. ancestry, national origin, age or sex.

Contracter shall take affirmative action to insure that applicants are employed, and that employees or agents are treated during
employment, without regard to their race, color, religious creed. handicap. ancestry, national origin. age or sex. Such_affirmative
action shall include, but 15 not limited to: employment. upgrading. demotion or transfer. recruitment or recruitment advertising: layoff
or termination: rates of pay or other forms OPcompensanon; and selection for training, Contractor shall post in conspicuous places,
available to employees. agents, applicants for employment, and other persons, a notice o be provided by the contracting agency
serting forth the provisions of this nondiscrimination clause.

(2) During the term of this contract, the Contractor agrees as follows:

a) Pursuanl to federal regulations promulgated under the authority of The Americuns With Disabilities Act, 28 C.F.R. 335.10] et seq..
the Contractor undersiands and agrees lﬁat no individual with a disability shall, on the basis of the disability, be excluded from
participation in this contract or from activities provided for under this contract. As a condition of accepting and executing this
contract, the Contractor agrees to comply with the “General Prohibitions Against Discrimination,” 28 C.F.R._335.130. and all other
regulations promulgated under Title |1 of The Americans With Disabilities Act which are applicable to the benefits, services, programs,
and activitics provided by the Commonwealth of Pennsylvania thropgh contracts with outside contractors. o

b) The Contractor shall’be responsible for and agrees’io indewmify and hold harmless the Commonwealth of Pennsylvania from all
losses, damages. expenses. claims, demands, suits, and actions brought by any pany against the Commonwealth of Pennsylvania as a
result of the Contractor's failure to comply with the provisions of paragraph a) above.

(3) Contractor shall. in advertisements or requests for employment placed by it or on its behalf, state that all c1ual_iﬁ‘ed applicants will
receive consideration for employment without regard to race, color, religiouscreed, handicap, ancestry, national origin, age or sex.

{4) Contractor shall send each labor union or workers' representative with which it has a collective bargaining agreement ar other
contractor understanding. a notice advising said labor union or workers' representative of its commitment to this nondiscrimination
clause. Simitar notice shall be sent 1o every other source of recruitment regularly utilized by Contractor.

(5) 1t shall be ne defense to a finding of non-compliance with this nondiscrimination clause that Contractor had delegated some of its
employment practices to any union. training program, or other source of recruitment which prevents it from meeting its obligations,
However, if the evidence indicates that the Contractor was not on notice of the third-party discrimination or made a good faith effort
1o correct it such factor shall be considered in mitigation in determining appropriate sanctions.

(6) Where the practices of a union or any training program or other source of recruitingnt will resubt in the exclusion of minority
grouf) persons, so that Contractor wiil be unable to meet its gbligations under this nondiscrimination clause, Contractor shall then
cmploy and fill vacancies through other nondiscriminatory employment procedures.

(7 Contractor shall comply with all state and federal laws prohibiting discrimination in hirin%lor employment ogporlunilics. in the
event of Contractor's noncompliance with the nondiscrimination clause of this contract or with any such laws. this contract may be
terminated or suspended, in whole or in pan., and Contractor may be declared temporarily inefigible for further Commonwealth
contracts. and other sanctions inay be imposed and remedies |nv0k93.

{8) Contractor shall furnish all necessary employment documents and records to. and permit access to it books, records, and accounts
by, the contracting agency for purposes of investigation to ascertain compliance with the provisions of this clause. If Contractor does
not possess documents of records reflecting the necessary information requested. it shali furnish such information on reporting forms
supplied by the contracting agency,

{9) Contractor shall actively recruit minority and women subcontractors or subcontractors with substantial minority representation
among their employees,

(10) Contractor shall include the provisions of this nondiscrimination clause in every subcontract, s that such provisions will be
binding upon each Subcontractor.

(11} Contractor obligations under this clause are limited to the Contractor's facilities within Pennsylvania or. where the contract is for

purchase of goods manufactured outside of Pennsylvania, the facilities at which such gondli; are ‘."a(itﬁually produced.
eV, 44,
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EXHIBIT 6
STATEMENT OF WORK TEMPLATE

Project Name:
Service Provider Project Manager:
Company Project Manager:

This Statement of Work (“SOW™) dated is entered into pursuant to Master
Services Agreement No. executed by Datamark, Inc. (“Contractor”) and Pennsylvania

Higher Education Assistance Agency (*Client” or “PHEAA™) dated

I DEFINITIONS AND ATTACHMENTS

(a)

(b)

Capitalized terms not otherwise herein defined shal) have the meanings ascribed
to them in the MSA (including its Exhibits 1-5).

The following documents are attached to, and arc hereby integrated into, this
SOW. In the case of a conflict between the documents, the following order of
precedence shall apply:

. NOTICE AND APPROVAL OF SUBCONTRACTORS

The following subcontractors will be used for the specified services. The mutual
approval of this SOW constitutes the general approval of PHEAA for the use of the
subcontractors for the specified services, but docs not constitute the approval of
individual contractor personnel, who shall be subject to on-boarding and to other PHEAA
rules in the same fashion as Contractor personnel, as applicable.

111,  HIGH-LEVEL REQUIREMENTS (DELIVERABLES AND SERVICES)

[Scope of services, overarching objectives, ete.|

Iv. DETAILED REQUIREMENTS (DELIVERABLES AND SERVICES)

(a)
(b)
()
(d)

(e)
(f)

the begin and end date for the Services to be provided pursuant to the SOW;

a description of the Services to be performed;

a description of the Deliverables to be created;

the delivery date desired for any Deliverables, or any other durational
requirements;

reporting obligations;

any other requirements for the Services or information deemed necessary by the
Parties.

Wl



(g) Specify Subsidiary Documents (per Section 29 of the MSA) which are anticipated
under the SOW.,

V. PERFORMANCE CRITERIA AND WARRANTY DURATION
(a) Performance Criteria, including SLAs and Service Level Credits, and Ligquidated
Damages, as applicable. are as follows:
(b) Warranty Duration is Months. in accordance with the MSA,
VI. __ CONTRACTOR QUALITY CONTROL AND AUDIT PROCESS
VII. ADDITIONAL SECURITY / PRIVACY REQUIREMENTS (IF APPLICABLE):
VIill. ADDITIONAL DOCUMENT STORAGE, RETRIEVAL, AND DESTRUCTION
REQUIREMENTS (IF APPLICABLE):
VII. FEES AND PAYMENT SCHEDULE

If fixed price:

The fixed price for the Services is $ . Payment shall be in accordance with the
following schedule:

If timc and materials:
The price for the Services shall be as set forth below:

Witholding amount (where a Scrvice or Deliverable’s quality or integration must be
tested):



ACCEPTED AND AGREED as of the first date above written by the following authorized
party representatives,

DATAMARK, INC. PENNSYLVANIA HIGHER EDUCATION
ASSISTANCE AGENCY

By: By:

Name: Name:

Title: Title:

Approved as to form and legality

PHEAA Legal Counsel



Exhibit #1

Master Mutual Non-Disclosure Agreement



