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solution provides a web-based, GUI user friendly, robust system with administrative
screens while providing the most technologically advanced features and functionality.
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"VA
Host S¢
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Because all of the relevant information from each facility will be stored redundantly:at -
.the central database server and updated on a call-by-call basis.as each call is attempted, .-
system-wide reporting will be available from any location on the WAN. This means
that, for example, the chief investigator for all prisons will be able to query all DOC
facilities for 2 CDR from any workstation connected to the WAN without logging into .
each facility and running the report request. Furthermore, our proposed solution will . : -
safeguard the Commonwealth’s. mission-critical data -from a single point of failure. ... .
Should a catastrophic event; such as a tornado or a direct lightening strike, disable the - -. .
system, we will install a replacement platform and populate it with the affected ..
_ facility’s data that is stored at the central server, and the. recordings from either the. . -
_ onsite backup device or by downloading all recordings from the MCI offsite backup ...
" data warehouse. : . : L

* MCI Value Added Service Solutions .

‘In addition to the above, MCI will offer the Commonwealth the following Value Added
Services. These services will be provided at no cost to the Commonwealth. '

/

» Investigative Management System

- Site Monitor |

+ Snitch Line , .

+ Automated Inmate Data Exchange Program (NCC)

Investigative Management System
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MCI offers its Investigative Management System (IMS) value-added product to the
Commonwealth at no additional cost. Upon request for this feature, MCI will work with
DOC representatives and site personnel to implement the feature and provide the
necessary training to DOC staff.

MCI developed the IMS investigative tool specifically for its Inmate Calling System '
(ICS) customers. IMS was designed to facilitate safe, secure, and orderly operations for
staff, visitors, and inmates/wards by helping to identify gang members and monitoring

IMS is a stand-alone software application that comprises a Gang Reporting module and

-an Bmployee Reporting module. The modules run outside of the ICS, and each can run

independently or concurrently with the other.

The application combines three sets of data that can be searched by user-initiated queries.
The first data source, provided by MCI, is a database created from call detail records
(CDRs). The other two sets of data must be provided by the DOC: a list of the gang
members and their gang affiliation, and a list of active employees at each institution. For
these modules to provide the most complete information, inmate PINs are required.

DOC personnel who have an IMS user name and password will be able to access the
Web-based application and perform queries from an existing workstation. IMSisan .:. -

. - easy-to-learn, user-friendly; intuitive GUI application.

"' Gang Reporting Module

e i.fEmployee Reporting Module’ , S _
~_ The purpose of the Employee Reporting module is to track calls placed by inmates to

The purpose of the Gang Reporting mﬁdule is'to track the calling patterns of inmates who

" have known gang affiliations in order to identify other, previously unknown, gang

members. The Commonwealth can use this module to compare the called party numbers

;:: (ANIs) of those inmates who have been-previously identified as members of a gang with-.. - - -
. i sall other inmate calls. The results of this comparison will help the Commonwealth = - .+~
"+ ..identify additional gang members and their gang affiliations. : :

numbers that are related to the Commonwealth employees working in the institutions.
The system compares the inmate-dialed number to a list of Commonwealth-provided
employee personal phone fumbers (e.g., home, cell) to determine if inmates are speaking
to institution Commonwealth employees outside of the institution’s walls. The following

" (sanitized) screen shots are from a working IMS.
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O . Gang Query Results (Duplicate Gang Members Detected in Red)

MCI Customer Web Site

 MCI is offering to the Commonwealth, access to our secure Web Tools. Access to this
site will be restricted to only those individuals that the Commonwealth grants permission.
Additional tools available at this site, allows those users to look up Billing Name and

Address (BNA) information on a phone number.
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BNA information can be obtained via MCI’s web tools — see information below.

BNA Look-Up value-added feature can be provided by MCI to the Commonwealth at no
additional cost. Upon request for this feature, MCI will work with DOC representatives
to implement the feature and provide the necessary training to Commonwealth staff.

BNA Look-Up utilizes all the databases that MCI utilizes to verify BNA when
completing all types of calls. The BNA Look-Up feature allows investigators to do BNA
look-up for phone numbers regardless if the number has been dialed as part of the ITS
services. This feature can aid investigations. This BNA Look-Up is separate from the
BNA information provided within the ICS system as part of the Call Detail Record data
requirements. : - '

Tn addition, BNA Look-Up can assist DOC staff in determining who the local exchange
carrier is for the phone number, and if the number is blocked or prevented from receiving
inmate calls, and if blocked, why the block is in place (e.g. non-payment, cell phone,
etc.). The figure below shows all the information that will be provided when the BNA

Look-Up is utilized.

VG States: UNBLOCKED - Code 722 from SACCVGAY

LIDB Status: UNBLOCKED - Code-711 from SACCYGD1

BNA Lookup

Site Monitor Tool | | |

* The site monitoring application is a value-added feature that MCI can offer to the
Commonwealth at no additional cost. MCI will provide access to this tool and datato a
limited number of DOC and Headquarters staff. Upon request for this feature, MCI will
work with DOC representatives and site persormel to implement the feature and provide

" the necessary training to DOC staff.
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The Site Monitor tool is a revolutionary method for monitoring the health of the entire
ICS solution from a frame relay wide area network (WAN) connection to the ICS
platform. It communicates with each system every 15 minutes to verify that the platform
and network are fully operational. Thus, it will notify MCI on a near-real-time basis of
any suspected service-impacting event, enabling MCI to begin problem resolution before
facility staff become aware of the problem. :

In addition to checking the health of the system every 15 minutes, the Site Monitor
application performs the following tests and checks:

.o IPing — Site Monitor will proactively “ping” the C1sco 1P router and ICS server
" Jocated at each DOC site to verify network connectivity to the facility systems
and that they are active. MCI will immediately take steps to resolve the problem
before it is evident to fac111ty personnel.

¢ (Call Failures ~ Once per hour the Site Monitor will ealeulate the number of
. failed call attempts against the total number of attempts—unblllable and/or failed
vs. completed billable calls. When a high failure rate is detected, the system will
automatically generate an alarm, prompting the MCI Service Center and Network .
Operations Center to troubleshoot the problem and begin appropriate resolution

activities.

" e Call Blocks — Once per hour the Site Monitor w1ll calculate the number of .
blocked calls against the number of completed or billable attempts. If ahigh
block rate is detected, the system will automatically generate an alarm that
prompts MCI’s investigation and resolution activities.

¢ Billable Calls— Once per hour the Site Monitor will compare each fac1hty s
" number of billable calls against historical volume for the same day and time
_period (e.g., the past three Tuesdays for the one-hour time period of 5:00 PM to
6:00 PM CDT) to identify aberrations in call volume. This process helps 1dent1fy
possible service-impacting events. For example, a site that. shows a zero usage
traffic volume could indicate the occurrence of a maJ or outage or simply that the
siteisin lockdown or delayed inmate count status.

MCT’s Site Momtor tool is an mtelhgent device that can monitor multiple, geo graphmally '
diverse locations, each with unique features, resolution time frames and calling
parameters. The functions of MCI’s Site Monitor are performed from MCI’s

- development. facilities in Sacramento, CA. By maintaining a physically diverse location
for momtonng, MCI can initiate trouble tickets even if the entire Commonwealth is -
without service. Another benefit of placing the Site Monitor fimctions in Sacramento is
that MCI’s DOC Account Team can leverage its internal on-site development resources
and 1mplement programming enhancements to the system. ' ~

Tdentifying potential serv1ce—1mpactmg events is the first step of proactive momtonng,
_ end alerting key staff to these events is second. .Once an event is identified, key MCI
Account Team personal, field operations personnel, and the Semce Center staff are sent
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a text page as well as a priority email alerting them of the event. If requested, MCI can
also ensure that DOC personal are notified.

The figures below depict the MCI Site Monitor tool’s screen shots. Red indicates a
potential service-affecting issue worthy of investigation. Yellow indicates that a red
issue has occurred and is in the problem resolution process. Blue indicates all is well and
normal. Black indicates the absence of site traffic. ’

£ ‘asolIGEeR
o

Jimaxprm.melink, com/sie_activity/FuliStateView.asprcboState=CADC
e et T e S e e

015 X A e 0

|ST01-GLOR/CA22 - No, Cal, Women's Farility ¢
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As an added dlagnostlc reportmg feature, MCI’s MaxPrm Daily Performance reporting
application will poll all Focus 100 system installations on a daily basis. This application

“measures and reports daily performarice levels, such as the number of .

completed/accepted calls, the total number of call attempts, call validation performance,
the number of failed call attempts, and the number of blocked calls. The MaxPrm
application then compares this data against a sophisticated measurement model that it
builds from historical data to identify any irregularities or sudden changes. If established
thresholds are exceeded or fall short of expectations, they will be flagged and reported
daily to MCI’s Technical Support and Field Operations Team.

This measurement model can be adjusted on an installation-by-installation basis to ensure
accurate comparisons. The DOC can request these customized reports on a daily basis.

The figure below is an example of a MaxPrm daily report showing attempted calls and
completed calls by site. '

[Unit Details] . ,
MCI-Vendor ID FilAes Billable TUnBill Sus Unit Name

VADC:AU01-9103 1 297 736 . 3 AUG-Augusta Corr Ctxé: :;
. VADC:BA01-9160 ' 1 6 45 3 BON-Bon Alx Juvenile
.Just ’ : ’ : -

" VADC:BC01-9104 1 363 724 1 BCK-Buckingham' Corr.

- Ctr. ' . .
VADC:BL01—9106 R 199 - 487 . 4 BLN-Bland Corr Ctx
VADC:BM01~9159 ’ 1 - 39 136 4 BEA-Beaumont Juvenile

Jus ‘ ' '

VADC:BO01-2109 S 216 - 487 - 2 BIT-Botetourt Corr.
Ctr. : ) E . ‘ _
VADC:BR01-9107 1 284 - 593 3 BRS-Brunswick Corr.
Ctr. : : '

VADC:BS01-9108 - X 177 453 2 BSK-Baskerville Corr
Ctr - : ' '
VADC:BT01-9158 -1 17 30 3 BAR-Barrett Juvenile
Just ‘ : :
VADC:CD01-2115 1 468 - 989 7 CWD-Coffeewcod Corr.
Ctr . S ' ' '

VADC:CHO01-9110 1 30 B R 0 CHF-Chesterfield Men
Div . o _ o L

VADC:CMO1-9111 1 © 55 114 0 CHM-Chatham Diversion

Ctr . - : - : ]

| VADC:CP01-9161 1 27 " 33 0 CLP-Culpepper Juve Just

VADC:CRO1-9112 1. 107 _ 214 0 CRL~Caroline Corr. Ctr

VADC:CS01-9113 1 115 242" 2 CSP—qud Springs Corr

Ctr S o ) A ‘ -

'VADC:DNO1-5116 - 1 - 81 168 1 DNW-Dinwiddie Corr. Ctx

VADC:DP01-9117 - 1 - 712 " 1600 10 DPM-Deep -Meadoow Corr

Ctr. ' o o . i . .‘ )

VADC:DR01-9118 S 65 '_ . 150 1 DRF-:Deerfield Corr. Ctr

VADC:DY01-91195 1 . 389" 928 3 DYL-Dillwyn Corr Ctzr
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VADC:FL01-9121 1 - 470 1110 17 FLU-Fluvanna Corr Ctr
#1 . - ) . '
VADC:GN01-9122 1 1012 2073 18 GNV-Greensville Corr
Ctr )
VADC:HAQ1-9126 1 447 1031 3 HVN-Haynesville Coxrr
Ctrx :
VADC:HL01-9124 1 92 226 "1 HLF-Halifax Corr Ctr
VADC:HR01-9125 1 79 162 2 HRR-Harrisonburg Dent
Ctr . . ’ .
VADC:HV01-9162 -1 35 70 2 HAN-Hanover Juvenile
Just ' _ _ e
VADC:H¥01—9127 1 " 41 94 0 HYV-Haynesville Corr
Unit - : . _
-VADC:RS501-9143 1 66 120 0 RSB-Rustburg Corr Unit
VADC:SB01—9144 1 1413 1011 10 SBR-St Bride's Corr Ctr
VADC:5C01-9145 1 349 799 3 SCX-Sussex I St Prison
VADC:8H01-9146 1 336 827 11 SHN-Southampton Corr
Ctr .
VADC:ST01-9147 1 55 . 8% 1 8TF-Stafford Det Ctr
VADC:8X01-9149 . l _563 1602 22 SUX-Sussex II St.
Prison . ' N
VADC:TZ01-9151 1 53 . 88 0 TZW-Tazewell Corr Unit
VADC:VR01-9152 1 219 416 2 VRG—Virginia Corr Unit.
VADC:WH01-9153 -1 52~ 154 2 WHP~White Post Corr **
Unit ) . o
VADC:WR01-9155 1 255 : 660 - 13 WRD-Wallens Ridge Corr

MaxPrm Daily Performance Report
* Snitch Line -

" The Snitch Line value-added feature can be provided By MCI to the DOC at no additional .

cost. Upon request for this feature, MCI will work with DOC representatives and site.
personnel to implement the feature and provide the necessary training to DOC staff.

. The Snitch Line allows an inmate to express concerns or to report suspicious or criminal

activities to correction officials via an anonymous message. To enable this feature, the
ICS system installed at each location will be programmed to recognize a number that an
inmate can dial to report a crime tip. The ICS will identify the call as a Snitch Line
message and record it on the system hard drive, just as a call recording is stored. Snitch .
Line recordings can be easy identified by facility staff. Because the Snitch Line
recordings are maintained on the ICS system in the same manner as recorded calls, each
.Snitch Line recording can be searched easily from an administrative workstation using
the same search features that are available for recorded calls. I

Each Snitch Line recording will be enclosed in MCI’s pfoprieta’ry_sécurity envelope,
which ensures the chain of custody by protecting the recordings from tampering or

 alteration.

,Autdmate,d iﬁmaté Data Exchange Pi‘ogrﬁm (NCC)
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O In order to streamline the PIN assignment process, MCI is also willing to offer the
' Commonwealth an antomated process by which the Commonwealth can send a PIN
information file electronically (XML File Format) to MCI in the appropriate data
exchange format. Depending on the method selected by the Commonwealth,
implementing the NCC automated function of PINs could be completed within 30 to 60
days if the Commonwealth desires. The Focus 100 system in conjunction with our NCC
(Network Control Center) system will provide PIN account creation, updating, and
random automatic PIN numbering if DOC so desires. All PIN ass1gnments will comply
with DOC pol1c1es and procedurss.
. NCC would prov1de a mechanism for the Commonwealth to submit an agreeable source
- of data for processing by MCL MCI would provide feedback on any problems to DOC
" regarding any issues with the creation or updating of inmate PINS. The data exchange
- would be handled by NCC through the use of an FTP server as'the transport mechanism
to accept a full-dump of PIN data reportmg from DOC on 2 daily bases, or at other
predetermined intervals.

The MCI NCC system comprises of three main players, namely DOC, MCI MAXSEC
and VAC. The role of each player is explamed below: ,

e DOC uploads PIN data files to the FTP server.

: e MAXSECi is MCI’s PIN support orgamza‘uon and systems. MAXSEC downloads
PIN data files from the FTP server, determmes PIN changes, and sends PIN

' Q -changes to VAC.

o VAC updates ITS databases and configures inmate call privileges.

‘Depending on DOC requirements, MAXSEC will send to VAC a batch of PIN changes --
.t ..t a frequency of once a day.. VAC will check for PIN changes every 5 minutes. PIN.,
changes sent by MAXSEC will be updated on theITS nnmedlately Additional detail:

relating to the NCC process is below: .. . .. .. . o ;
o DOC uploads PIN data to.FTP. server (at an agreed upon ﬁ'equency)
° MAXSEC downloads PIN data and creates PIN changes (adds, ed1ts and deletes)

e MAXSEC sends PIN changes t_o the NCC gateway server by 1nsert1ng PIN update
' records into a table in the update database located on the NCC gateway server.

» VAC scans the update database every 5 minutes for new update records. For each
new update record, VAC updates the site data using the update record and ﬂags .
. the update record. : :

) . VAC does real time replication of site datato the NCC gateway server. Tnmate

database is replicated at both the Plano, TX cluster servers and on the VAC
”Rlchardson, TX cluster servers to ensure for a fault tolerant PlN administration

" system. -
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Q -« MAXSEC Tuns queties against the NCC gateway server. Because VAC does real
time replication of the site data to the NCC gateway server, the data accessed by

* MAXSEC is the same as the site data.

NECSYSTEM AREHITECTURE

2 MCLNEC

- Network Control Center Architecture

PIN Update Database

‘The PIN update database (PinUpdates) contains two tables that hold changes in pﬁ data.
They are the tbIPinChanges and tblAllowListChanges. They are shown below with their

. sizes and MS SQL data types. -
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" PIN Database Table

T - There are three kinds of updates, Add, Edit, and Delete. For each add or edit record, the
Q fields to be updated will contain non-null values. All fields that contain null values'in.an
add or edit record must be ignored. Delete records will typically contain fields InmateID

and ContractID only.: :

PIN Updates . _
The pin update record specifies the data to be modified and the operation field indicates = =-- = -

* what type of update to perform. -If the opération field value is U (update or edit) or D Lo
(delete), the ContractID.and InmateID field combination serve as a unique key to identify
which record is to be updated or deleted. When an update is processed, the update record = - L
must be time stamped in the TimeUpdated field. ' ' o
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2.5-B. System C: Monitoring and Recording Equipment/System:

1. General Conditions - Monitoring and Recording Capability: System C is composed of
equipment to monitor and record telephone calls made using the inmate stations at the SCl's.
There shall be no charge to the Commonwealth by the Contractor for the telephone lines,
cabling, Contractor work, associated wiring or any other cost to install and maintain the
monitoring and recording system. For the most part the Commonwealth cabling and condulit is
provided. The DOC installs the house cable, inside station wiring to provision the inmate
stations, however in some instances Contractor may have to supply what is required to
complete the project, which would be minimal and would be handled by a case-by-case basic.

- MCI Response: ,
MCI has read, understands and will comply.

a.  Monitoring and récording equipment shall be installed within the administrative building(s)
of the SCI's. The system shall be configured so that real time monitoring can not only be
accomplished from each SCI Security Office and potentially from any new SCI location(s) but
also from each SCI Superintendent's office, the DOC Central Office Security Office, and/or the
DOC Office of Professional Responsibility. All DOC-SCls will have monitoring and record
equipment/systems in each Security Office. Each DOC-SCI security office monitors and
investigates their facility. The two (2) organizations as stated are 5-C Investigation Staff i
Operations 1). Headquarter Security Office 2). Office of Professional Responsibility. Both staff* -
operations shall be provided full access to the SCI inmate telephone control systems and the
%SGl real time monitoring and recording system and their associated databases as well as the .
s central processor and its databases. The Confractor shall explain how this-remote monitoring . -
~requirement shall function with its proposed systems.

MCI Response: S
- MCI has read, understands and will comply.

‘Tavestigators with the-appropriate -access level may silently monitor calls in progress
using the Integrated Call Recording and Call Monitoring Spy function of the Focus 100. -
Monitoring occurs via*the investigative workstation using built-in or external speakers -
~ or an optional headphone'sét. The investigator can view. calls in progress, select the one
to monitor and begin listenirig in a matter of seconds. Monitoring is undetectable by the
calling or called parties. If deemed necessary (following discovery of harassment or
other threatening conversation) the investigator may disconnect the call in progress.

Tn addition to standard live call monitoring, the investigator may scan all ‘active

. conversations in a rotating sequence, hands free with the option of stopping.on any-call

that requires fiwther attention. As shown below, the user may select an interval of
seconds for which 2 live call is played before moving to the next sequential call in+
- progress. Most other vendors do not offer this hands free, auto scanning feature of live

.calls in progress. , : ; _
‘Live Calls may be displayed in sequential order of preference by double clickjng the

user mousé on the preferred field heading. For example, if you desire to have the calls
displayed in order of start time, simply double click the mouse on the “Start” field. To .
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have the calls displayed in order of Inmate PIN / ID, simply double click the mouse on
that field.

Call Monitor in Progress

Addltlonal monitoring by PIN can be pmV1ded by using the Alert Groups to 1dent1fy the

" inmate PIN, when attemptmc to place a call will alert the user of such.

- A Focus 100 workstation will.be installed at each facility which can be used by DOC.'
_ personnel. Additional ‘workstations will also be provided for Administration and

Investigation. As mentioned, each workstation consists of a Windows 2000 (or later)

"PC platform, keyboard, and mouse, along with a.17” color monitor and printer. All

administrative and investigative functions, including processing of reports and ad-hoc
queries, can be controlled through this Workstatlon based on the user’s estabhshed level .

of security within the system
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